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1. Ompenenenus

1.1. B HacTosiemM JOKYMEHTE HUCIIOIb3YHOTCA cleqyromue TCpMUHBI K KX
OIIpCACIICHU .

ABTOMATH3WPOBaHHAs CUCTEMa — CUCTEMa, COCTOAIAs U3 IIEpCoHaa i KOMIIIEKCa
CPEJCTB aBTOMATH3AIMK €T0 [EsITeIbHOCTH, PeaI3yoIas “H(OPMALTOHHYIO
TEXHOJIOTHIO BBHITIOIHEHNS YCTAHOBIEHHBIX (DyHKITHH.

A}/TCHTHCL)I/IKS.HI/ISI OTIIpaBUTEILA JaHHBIX — MOIATBEPXKIACHUE TOT'O, UTO OTIPaBUTEIIb
IIOJIYUYCHHBIX HaHHBIX COOTBETCTBYCT 3asBIICHHOMY.

Be30macHOCTh MepCOHATBHBIX JaHHBIX — COCTOSHUE 3alUIICHHOCTH
I1epCOHANBHEIX IAHHBIX, XapaKTePHU3yeMOe CIIOCOOHOCTBIO T10JTb30BATEIIEH,
TeXHUUIECKUK CPECTB U MHPOPMALIMOHHBIX TEXHOIOTHH 00eCTIe nTh
KOHDHAEHIMATBHOCTD, [[EIOCTHOCTD ¥ JOCTYIIHOCTh NIEPCOHANBHEIX NAHHBIX TPH
ux 06paboTke B HHGOPMAIMOHHBIX CHCTEMaX TE€PCOHATBHBIX JaHHbIX.

BI/IOMeTpI/ILIGCKI/Ie NepCOHAJIbHBIE JaHHbIC — CBEJICHUA, KOTOPBIC XapaKTECPHU3YyIOT
(i)I/I3I/IOHOFI/I‘1€CKI/Ie 0COOEHHOCTHY UeJIoBeKa U Ha OCHOBE KOTOPBIX MOXHO
yCTaHOBUTH €I'0 JIMYHOCTH, BKIIFOYasd (bOTOI‘pa(bI/II/I, OTIIEYaTKH IaJIbLECB, o6pa3
CeTUaTKu rjasa, 0CcO0EeHHOCTH CTpOCHUs TCJla U OpPYTYyIo HOD;O6HYIO I/IH(l)OpMaI_II/IIO.

BHOKI/IpOBaHPle INEePCOHAIbHBIX JaHHBIX — BPEMEHHOE MIIpEeKpanicHue c6opa,
cUcTeMAaTHU3alluK, HAKOIIJICHHU, HCIIOJIB30BaHMd, pacrpocTpaHeHHusd, IIepCOHAIBHBIX
NaHHBIX, B TOM YHCJIE UX II€pEaaiu.

Bupyc (KOMIIBIOTEPHBIH, TPOTPAMMHbIH) — WCTIOTHAEMBIN IIPOrPaMMHBIN KOJI MU
MHTEpIPETUPYEMbIH HaO0p HHCTPYKIUH, 0018 a0 CBOCTBAMU
HEeCaHKI[MOHMPOBAHHOTO PacIIPOCTPaHEHHs H CaMOBOCTIPOU3BEICHH. Co3paHHbBIE
IyOIMKATBEl KOMITBIOTEPHOIO BUpyCa He BCeT/la COBMA/AI0T C OPUTMHATIOM, HO
COXPAHSIOT CIIOCOOHOCTD K JallbHEHIIEMY PaCIpOCTPaHCHUIO 1
CaMOBOCITPOU3BEIEHUIO.



BpenoHOCHas porpamMma — nporpaMmma, npeaHa3sHadeHHas UL OCYIIECTBICHA
HECAHKITMOHMPOBAHHOTO JOCTYTIa U (WITH) BO3/IeiCTBUSA Ha IIEPCOHAIBHBIC NAHHBIC
WA pecypehl MHGOPMAIMOHHOK CHCTEMBI EPCOHABHBIX JaHHBIX.

BcenomorarejbHbIE TSXHUIECKUE cpencTBa v CHUCTEMBI — TEXHUUECKHUE CPEACTBA u
CHUCTEMBI, HE HpeII;HEBHa‘IeHHBIe 1 mepenadu, O6pa6OTKI/I U XpaHCHHUA
HepCOHaJ'[BHBIX OaHHBbIX, yCTaHaBHI/IBaGMBIe COBMECTHO C TEXHHYCCKUMH
cpencTBaMi U CUCTEMaMU, HpeﬂHaBHa‘-IeHHbIMI/I I 06pa60T1<1/1 HepCOHEUlBHI)IX
OAHHBIX UK B IOMEIEHUAX, B KOTOPBIX }/CTaHOBHGHBI I/IH(]:)OpMaHI/IOHHBIG
CUCTEMBI HepCOHaJ'IBHI)IX NaHHbIX.

J[OCTYII B ONEPALOHHYI0 Cpely KOMIIbIoTEpa (uH(pOPMAIIIOHHON CHCTEMBL
IIePCOHANBHBIX TAHHBIX) — OJTy4eHHe BOSMOXNHOCTH 3amycKa Ha BEITOTHEHHE
[ITATHBIX KOMaHI, QyHKIMHA, TponeIyp OTEepaIMOHHON CUCTEMBI (YHHUTOXKCHIA,
KONMPOBAHNS, TEDEMEIIEHIS 1 T.I1.), HCTIONHACMBIX (aiinos NpUKIaJAHBIX
IpOrpaMM.

TlocTym K ©HGOPMAIMK — BO3SMOXHOCTH TIOJIY 1CHIA uH(GOpMaIMK 1 ee Uc-
I0JTH30BAHIS.

3aKIIag0uHoe YCTPOMCTBO — SIEMEHT CPEICTBa CheMa nH(OPMAIUH, CKPBITHO
BHe/IpseMBIH (3aK/IaIbIBAEMBbII KA BHOCHMBI) B MECTa BO3MOXXHOTI'O CheMa
prdopMany (B TOM YHCIIE B OTPaK/ICHAE, KOHCTPYKIHIIO, 060opyIOBaHHE,
[peIMeThl HHTePhePa, TPAHCIIOPTHBIE CPEICTBA, & TAlKe B TeXHUYECKUE CPEeICTBA
11 crcTeMbl 06paboTKy HHOOPMAIIUH).

Jarmumaemas ©HGOPMAIIKS — HHQOPMALIKs, ABJIOLIAsLCA IPEIMETOM
coBGCTRBEHHOCTH ¥ TIOJJIeKAITAs 3aIUTe B COOTBETCTBHH C TpeOOBaHMSIMHI
[[PaBOBBIX TOKYMEHTOB MM TPEOOBAHMSIMH, yCTaHABIMBACMBIMH COOCTBEHHUKOM
HHGOPMALIHH.

VnentrnduKaIys — IPACBOSHNE CyOBEKTaM U 06BeKTaM LOCTyTIa HAeHTH(HUKATOPa
¥ (WJIK) CpaBHEHHUE MPEIbABISIEMOTO WIeHTA(QUKATOPA C TIEPEIHEM IPUCBOCHHBIX
UIeHTH(UKATOPOB.

H(QOPMATHBHBII CHTHAI — 3JIEKTPUIECKHe CHTHATIEL, aKyCTUYECKHUE,
3NEKTPOMATHUTHBIE B APYTHe GU3HIECKHS OIS, TO HapaMeTpaM KOTOPBIX MOXKET
GBITH PACKDPBITA KOH(QUICHIMATIbHAS nHpopManus (MepcoHalbHBIC JlaHHBEIE)
o6pabaTeiBaemast B MHQOPMAIHOHHOH CHCTEME [epCOHATBHEIX JIaHHBIX.

MHbopMAalMOHHas CUCTEMA IePCOHANBHBIX HaHHBIX (UCIIAR) —
HH(GOPMATIMOHHAS CHCTEMA, IPE/ICTABIIIONIA co00# COBOKYITHOCTB
epCOHANBHBIX JAHHBIX, COTSPKAIUXCA B 6a3e NaHHBIX, a TAKXKe
rH(OPMAITMOHHBIX TEXHOJIOTHA 1 TEXHIISCKUX CPENCTE, [I03BOJISIOIIMX
OCYLLECTBIIATH 0GPabOTKY TAaKKX IePCOHANBHBIX JIAHHBIX HCIIOIH30BaHUEM
CPE/ICTB ABTOMATH3aIIMH MK 03 MCTIONB30BAHIA TakuX CPENCTB.

MH(OpMAIMOHHEIE TEXHOIOTHH — IPOLECCH, METOZBI moucka, coopa, XpaHeHuU,
06paboTKH, [IPEIOCTABIICHN, PACIPOCTPAHEHN rH(GOPMALH 1 CIOCOOEL
OCYIIECTBIIEHMS TAKUX IPOIECCOB ¥ METOMOB.



lcronb30BaHAE IEPCOHATBHBIX JAHHBIX — NEHCTBH (omepanun) ¢
[1epCOHANBHBIME IAHHBIMH, COBCPIIACMBIC OITIepaTOPOM B LENSX IPUHATAA
peleHni UM COBEPIICHMUST HHBIX JeHCTBUM, MOPOXKIAOIIMX IOPUIUICCKUE
OCJIEICTBHS. B OTHOIIEHUH! CyObeKTa MepCOHAIBHEIX NAHHBIX WK OPYTUX JIAI
TH60 WHBIM 00pa3oM 3aTparkBarolyX IpaBa n cB06GOIBI CyOBeKTa MEPCOHATBHBIX
TAHHBIX WK OPYTHUX JIALL

McTOYHUK yrpO3bl 6€30TaCHOCTH pHbGOpMALKY — CyOBEKT NOCTYIIa,
MaTeprabHbIA O0BEKT WK (u3HdgecKoe ABIEHHUE, ABISIOIHCCS MIPUIHHON
BO3HUKHOBEHHS yTPO3bI 0€30M1aCHOCTH uH(pOpMAaIIH.

KonTponupyemas 30Ha — IPOCTPaHCTBO (TeppUTOpHS, 30aHNIE, JaCTh 3MAHM,
[ToMeITieHre), B KOTOPOM HCKIIOUEHO HEKOHTPOMPYEMOS peOBIBaHUe
IOCTOPOHHUX JIALI, & TAKKE TPAHCIIOPTHBIX, TeXHUUEeCKUX W UHBIX MaTepuajbHbIX
CpeICTB.

KoH(puIeHIHaTbHOCTD IIePCOHaTbHEIX IaHHBIX — 0053aTENBPHOE IS CcOOIIOICHUS
0TIepaToOpOM HJIM UHBIM IIOJTYUMBIIIM JOCTYII K TIEPCOHAIBHBIM JTaHHBIM JIMIOM
TpeGoBaHKe He JIOIMyCKaTh 1X pacIpOCTPaHEeHUE 6e3 coracus cyobeKTa
TIepCOHANBHBIX JJAHHBIX WA HATNIUA WHOrO 3aKOHHOI'0 OCHOBaHUA.

MedkceTeBOM dKpaH — JIOKAJIbHOE (OJJHOKOMITOHEHTHOE) MK (pyHKI[MOHAJIBHO-
pacrpezielleHHOe IPOrpaMMHOe (HpOI’paMMHO-aHHapaTHOG) cpencTBO (KOMILIEKC),
peanu3yiolee KOHTPOIb 3a prdopManyeii, moCTynaromel B UHQOPMALMOHHYTO
crCcTeMy TIepCOHANIBHBIX JaHHBIX U (unu) BEIXOASAIICH 13 pH(QOPMaLMOHHOH
CHCTEMBL.

HaPYH_II/ITeJIB 0e30macHOCTH IIEPCOHAIBHBIX OJaHHBbIX — @HBH‘{GCKOC Juno,
cnyqaﬁHo nIn HpellHaMepeHHO COBEpIIArOIICE IlefICTBHH, CJIeICTBMEM KOTOPBIX
SIBIISIETCSA HAPYILIECHUC 0e30IMacHOCTH NepCOHAIBHBIX JaHHBIX ITPH UX o6pa60TKe
TeXHAYECKUMHU CpeaCTBaMH B l/IH(bOPMaLII/IOHHBIX cucremMax HepCOHaHBHbIX
JAaHHBIX.

HeaBToMaTU3HpOBaHHast 06paboTKa NepCOHabHEIX AaHHbLX = o6paboTKa
[IepCOHANBHBIX JAHHBIX, COIEPXKAIIMXCA B MH()OPMAIMOHHOA CHCTEME
[epCOHANBHBIX JAHHBIX JIHOO0 U3BIECHCHHBIX 13 TaKO! CHCTEMBI, CIUTACTCA
OCyIIecTBIIeHHOH 6€3 HCIIOB30BAHMA CPEACTE aBTOMATU3ALNN
(HeaBTOMATH3MPOBAHHOM), ECITH TaKHe NeWCTBYSA C EPCOHATBHBIMHA NAHHBIMMU, Kak
MCTIONb30BAHYE, YTOTHEHHE, PACTIPOCTPAHEH)E, YHIITOKCHAC TIEPCOHAIIBHBIX
JaHHBIX B OTHOIIEHWHU Ka)XI0T0 U3 CyOBEKTOB MePCOHAIBHBIX IAHHBIX,
OCYLIECTBIIOTCS IPU HEMOCPEICTBEHHOM yHacTHH yeoBeKa.

HenexmapupOBaHHBIE BOSMOKHOCTH — (hyHKIMOHATBHEIE BOSMOXKHOCTH CPE/ICTE
BEIYVCTATEIBHOM TEXHAKH, He ONMCAHHBIE UM HE COOTBETCTBYIOLIHC OITHCAHHBIM
B JIOKyMEHTAI[WH, IPA UCIIOJIB30BAHUN KOTOPEIX BO3MO>KHO HapyIlIeHNe
KOH(UIEHIUATBHOCTH, TOCTYTHOCTH MK LETOCTHOCTH 06pabaTsIBaeMOMH
UHQOPMALUH.



HecaHKIIHOHUPOBAHHBIN TOCTYT (HECAHKIIMOHUPOBAHHBIE NEUCTBHUSI) — JOCTYI K
uH(OPMAIMH WK IeHCTBUA ¢ MHGOopMalueil, HapylIatolye IpaBuia
pasTpaHUYeHus JOCTyIIa C UCIIONB30BAHMEM IUTATHBIX CPE/ICTB, IPEOCTABIACMBIX
MHGOPMAIIMOHHBIMH CHCTEMaMHK IIEPCOHANBHBIX JaHHBIX.

Hocwurens nHGOpMAIHN — GUINIECKOE JIALO HITE MATEPHATBHbIH 00BEKT, B TOM
ypcie GU3MIECKOE TI07Ie, B KOTOPOM MH(OPMAIIKs HAXOAUT CBOS OTPAXKEHUC B
BUIE CHMBOJIOB, 00pa30B, CUTHAIIOB, TEXHHIECKHX PELICHUH U IPOLECCOB,
KOJIMUECTBEHHEIX XapaKTepUCTUK PU3UIECKUX BEIUIHH.

O6e3nuBaHye IepCOHaIbHBIX JaHHBIX — IEHCTBUS, B pe3yIbTaTe KOTOPhIX
HEBO3MOKHO OIIPEEUTh IPUHAIEKHOCTD IEPCOHAIBHBIX TaHHBIX KOHKPETHOMY
CyOBEKTY MepPCOHATIBHBIX NaHHEIX.

O6paboTKa IepCOHATBHBIX JaHHBIX — NeHCTBU (ONepalii) C IePCOHAbHBIMA
IMAHHBIMH, BKJIIOUas c60p, CHCTEMaTU3alUI0, HAKOIUIEHHE, XpaHCHHE, YTOIHEHNE
(0GHOBIIEHNE, H3MEHEHVE), HCIIOIE30BaHIe, PACIPOCTPAHEHHE (B TOM THCITE

nepenaqy), 0663HI/I‘—II/IB8,HI/I€, 6HOKI/IpOBaHI/Ie, YHHUYTOXEHNE IIEPCOHATIbHBIX
JaHHBIX.

O6LIeI0CTYIIHBIE TIEPCOHANBHBIE TaHHbIE — IIEPCOHANBHBIE NaHHBIC, TOCTYII
HeOrpaHMUYEHHOT0 Kpyra JIUII K KOTOPBIM IPEJOCTaBIIEH C COracus CyobpekTa
IepCOHANBHBIX JAHHBIX WK Ha KOTOPhIE B COOTBETCTBUH C (eepanbHbIMU
3aKOHAMH He PaclpocTpaHseTcs TpeGoBaHue COOMONeH s KOHDUACHIMATEHOCTH,

Oreparop (epCOHANBHBIX TAHHBIX) — FOCY JapCTBEHHBIH OpraH, MyHHUIMIATBHELH
OpraH, JOpHIRYECKOe WK GU3HUECKOe IIHII0, OPraHUsyrolIee 1 (WIH)
oCyILIecTBIIsifoIee 00paboTKy ePCOHATBHBIX TaHHbIX, a TaKKe ONPEIeIIIOIHNe
LeNd U cofieprkanie 00paboTKH IEPCOHATBHBIX TaHHBIX.

TexHUUECKHE CPeCTBA HHPOPMALIMOHHOHN CHCTEMBI TIEPCOHAIBHBIX JaHHBIX —
CPEJICTBA BEIYHUCITUTEIBHON TEXHUKH, HHPOPMAIIOHHO-BEIIUCTIUTENBHBIE
KOMILUIEKCHI ¥ CETH, CPEZICTBA M CHCTEMBI Iepenady, mprema u obpaborku I1/1H
(cpeficTBa M CHCTEMBI 3BYKO3aIIHCH, 3BYyKOYCHIICHISI, 3BYKOBOCIIPOU3BEICHIS,
TIePETOBOPHBIE U TEIEBU3UOHHbIE YCTPOUCTBA, CPEICTBA U3TOTOBICHU,
THPaKAPOBAHHS OKyMEHTOB U APYTHe TEXHHUECKHe CPencTBa 00paboTKu
pedeBoit, rpaduaecKoll, Buneo- 1 GyKBeHHO-IH(POBOH HHpOpMALIHL),
[POrpaMMHEIE CPeZICTBA (ONePalMOHHEIE CHCTEMBI, CHCTEMBI YIIPABIICHHS Oa3aMy
IaHHBIX ¥ T.IL.), CPEICTBA 3aIlUTH THOOPMALHH, TIPHMEHAEMBIC B
UH()OPMALIMOHHBIX CUCTEMAX.

TlepexsaT (MHbOpPMAIUK) — HEI[PABOMEPHOE IONy4eHre HHDOPMALIH C
HCIIONb30BAHMEM TeXHUIECKOT0 CPEICTBA, OCYIIECTBISIOMETO OOHapyKEHHUE,
npreM ¥ 00paboTKy HHPOPMATUBHEIX CUTHAJIOB.

ITepcoHanbHBIE AaHHBIE — JF00as HHPOPMAIIHs, OTHOCAIIAACA K ONPEIEICHHOMY
VIITH OTIpeZielIAeMOMY Ha OCHOBaHHH Takod HH(OpMalyy GU3HIeCKOMY JIHILY
(cyOBeKTy HepCOHANBHBIX TaHHbIX), B TOM YHCHIE €r0 QaMuIis, UM, OTIECTBO,
rojI, Mecsll, 1aTa ¥ MECTO POXKIeHUS, aipec, CeMenHoe, COI[MalIbHOE,



MMYIIECTBEHHOE TIONOXKEeHHe, 00pa30oBaHue, IPO(eCcCHs, IOXOMBL, IpyTras
nHQOpMaLIHs.

TTo6ounBIE BIEKTPOMAarHvuTHBIC U3TYUCHUA ¥ HaBOJKH — DJICKTPOMarniuTHBIC
U3IIyYCHHUSA TEXHUICCKHUX CpEOCTB 06pa6OTKI/I SHIHHIHaGMOﬁ I/IH(bOpMaU;I/II/I, BO3HHU-
KaroImue KakK MOOOYHOE ABJIEHNE U BBI3BAHHEBIC JJICKTPUICCKUMHU CUTHaJIaMH,
ﬂCﬁCTBYIOLHHMH B UX JJICKTPHUYECKUX U MAarHMTHEBIX LEIrIX, a TaKKe
3JIEKTPOMAarHuTHbIC HABOIKH OTUX CUTCHAJIOB HA TOKOIIPOBOIAAIINE THMHHUH,
KOHCTPYKIHWHU U IIECITH MMUTaHu:.

TTONHTHKA UMCTOrO CTOJA» — KOMILTIEKC OPraHU3allMOHHEIX MEPOIIPUITHH,
KOHTPOJIEPYIOIMX OTCYTCTBHE 3aIMChIBAHMUS Ha OYMa)KHbIE HOCHTEIN KITFOUel U
aTpuOyTOB JlocTyIa (Iaponeil) 1 XpaHeHus UX BOIM3H 00BEKTOB AOCTYIIA.

[Monp30BaTens HHPOPMAIIMOHHON CUCTEMBI IIEPCOHANIBHBIX AAHHBIX — MO,
yuacTByIolee B (yHKIHOHIPOBAHUY HH(POPMAIHOHHOH CUCTEMBI ICPCOHATBHBIX
NAHHBIX MM HCIOJb3YIOIIee Pe3yIbTaThl €€ QyHKIHOHUPOBAHKS.

ITpaBuia pasrpaHi4eHus JOCTyIa — COBOKYITHOCTh MPaBUJl, perIaMeHTHPYIOMHX
TIpaBa JOCTyIa CyObeKTOB JOCTyNa K 00BeKTaM JNOCTYIIA.

ITporpamMMHast 3aKiIafKa — KO IPOrpaMMel, IPeHaMEPEHHO BHECEHHBIN B
IIPOrpamMmy C IeJIbI0 OCYIIECTBUTD YTEUKY, H3MEHUTD, OII0KUPOBATh, YHUUTOXKUTH
MHPOPMAIIUIO UK YHUUTOXKHUTE X MOIU(HUIIUPOBATE IPOrPAMMHOS obecrieueHue
MHDOPMAIIOHHON CHCTEMBI IEPCOHATBHBIX TAHHBIX U (VIIH) OJIOKUPOBATH
ammapaTHbIe CPEICTBA.

IIporpaMmHOe (TpOrpaMMHO-MaTeMaTHIECKOe) BO3EHCTBAE —
HeCAHKIMOHHPOBAHHOE BO3/IeHCTBIE HA PeCypChl aBTOMATH3HPOBAHHOK
MH(OPMALMOHHOM CHCTEMEI, OCYIIECTBIISIEMOE C UCIIONIB30BAHNEM BPEJOHOCHBIX
MPOTPaMM.

PaCKpBITI/IC IIEPCOHAJIIBHBIX JaHHBIX — YMBILIJICHHOC HJIX cnyqaﬁﬂoe HapyHoieHue
KOH(l)I/I,II‘eHHI/IaHBHOCTI/I IIEPCOHAIBHBIX NaHHBIX.

PacmpocTpaHeHHe [IepCOHANBHEIX JaHHbIX — IEHCTBUSA, HANPABICHHBIC Ha
epenavy IMepCOHATBHBIX NaHHBIX ONPEIeIeHHOMY KPYTY JIMIL (mepemaya
TIepCOHANBHBIX JAaHHBIX) UM HA O3HAKOMIICHUE C EPCOHAIBHBIMU JAHHBIMU
HEOrPAHHIEHHOTO KPyTa JIHUI[, B TOM 4Huciie 00HapON0BAaHHE NEPCOHANBHEIX
IAHHBLIX B CPEJICTBAX MacCOBOM MH(pOPMAIINH, Pa3sMEIIEHUE B UHPOPMALLOHHO-
TeNeKOMMYHHKAIIMOHHBIX CETAX WM NPe0CTaBlIeHNe JOCTyna K IIepCOHAbHbIM
JaHHBIM KaKMM-JTHOO MHBIM CIIOCOOOM.

Pecypc HHGOPMAIMOHHOM CHCTEMBI — IMEHOBAHHBIA 3JIEMEHT CHCTEMHOTO,
IPHUKJIATHOTO UIIK ariapaTHoro obecredenus GyHKIMOHHPOBAHUS
HUH(OPMAITMOHHON CUCTEMBI.

CrienuajbHBIE KaTeropuu IepCoOHAJIbHBIX JaHHbBIX — IEPCOHAJIBHBIC JaHHBIC,
Kacaromuecd paCOBOfI, HaU,I/IOHaHBHOf;I NPUHAMIIEXKHOCTH, TIOJIUTHYECCKUX



B3I 0B, PEIINTUO3HBIX HIIH (bI/IJIOCOqJCKI/IX Y6e)1(lI€HI/II>JI, COCTOSHH:A 3J0POBbA U
HHTHUMHOM XU3HU cy61;e1<’ra IePCOHAIIBHBIX JaHHbIX.

CpencTBa BEIMUCIUTENBHOM TEXHUKN — COBOKYTTHOCTD IIPOrpaMMHBIX U
TEXHUYIECKHUX DJIEMEHTOB CHCTEM 00pabOTKU NaHHbIX, CTIOCOOHBIX
(GYHKIIHOHUPOBATH CAMOCTOSTENEHO UM B COCTaBe APYTUX CUCTEM.

Cy6bexT nocryra (cy0beKT) — U0 MM IPOLECC, AeHCTBHA KOTOPOro
periaMeHTHPYIOTCS IIPaBAIaMU pasrpaHnyueHust JOCTyIa.

TexHUYeCKHU KaHall yTeYKy UH(HOPMAIIUU — COBOKYIIHOCTh HOCUTEJLA
uadopmMarmu (cpenctsa 00paboTku), GU3UIECKON Cpebl pacIPOCTPAHEHHSA
MHPOPMATHBHOTO CUTHAIA ¥ CPEJICTB, KOTOPBIMU JT00BIBAETCS 3aIlUIaeMas
uHdopmarnus.

TpaucrpanuyHas mepefada IepCOHANBHBIX JaHHBIX — Iepefiada NePCOHaIbHBIX
JAHHBIX OIlepaTopoM depes [ ocynapcTBeHHyFo Tpanuiy Poccuiickoit Denepaluu
OpraHy BIaCTH WHOCTPaHHOTO TOCYIapCTBa, PU3NIECKOMY HITH IOPUIMIECKOMY
JIHITY MHOCTPaHHOIO FOCyAapcTBa.

YTpo3s! 6€30MaCHOCTH MEPCOHATBHBIX JaHHBIX — COBOKYIIHOCTD YCIIOBUM 1
(GakTopOB, CO3AIONINX OIIACHOCTh HECAHKIIMOHHPOBAHHOT'0, B TOM YHCIIE
CIy4alHOTO, MOCTYTIA K IIEPCOHANIBHBIM JaHHBIM, PE3YIIBTaTOM KOTOPOTO MOXKET
CTaTh YHUUTOXKEHUE, N3MEHEHUE, OIIOKMPOBaHKE, KOTMPOBAHUE, PACIIPOCTPAHEHHE
TIepCOHAIBHEIX JAHHBIX, & TAKXKe HHBIX HEeCAHKIMOHMPOBAHHbIX ACHCTBUH IIPU UX
00paboTKke B WH(GOPMALMOHHON CUCTEME IIEPCOHANBHBIX TaHHBIX.

YHHUYTOXEHHE TIEPCOHAJIBHBIX JAHHBIX — ILGﬁCTBHFI, B pe3yjbTaTe KOTOPBIX
HEBO3MOXHO BOCCTAHOBUTL COJACPXKAHUEC IICPCOHAIBHBIX NJaHHBIX B
HH(bOpMELLlPIOHHOfI CHUCTEME IIEPCOHAJIBHBIX NJaHHbBIX WM B pe3yibTaTe KOTOPLIX
YHHYTOXAIOTCA MaTeprUaJIbHbIC HOCHUTECIIN NIePCOHANBHLIX NaHHBIX.

VYreuka (3amuinaemMoi) KH(GOpMay 110 TEXHUIECKAM KaHaJlaM —
HEKOHTPOJIUPYEMOE PACIPOCTpaHeHke HHQOPMAIMU OT HOCUTEJS 3allUIIaeMOM
uHbopMaIyu dyepe3 GU3NIECcKyIo cpely 10 TEXHUYECKOro CpeICTBa,
OCYILECTBIISAIOIIEr0 ITepexBaT HH(GOPMALKH.

VSI3BUMOCTB — CJIa00CTDb B CPEJICTBAX 3alLUThI, KOTOPYIO MOXCHO UCII0IB30BaTh UL
HapyILIEHUs CUCTEMBI WITH COJiepXKalteica B Hell mH(opMaIuy.

IlenocTHOCTE HH(GOPMAIMH — CIIOCOOHOCTD CPEIICTBA BEIYUCIUTETIbHON TeXHUKH
VUTH aBTOMATH3HPOBAHHOMN CHCTEMBI 00eCIeYNBaTh HEU3MEHHOCTh HH(MOPMALUK B
YCIOBHSX CITyIalHOTO /WM [peIHAMEPEHHOTO HCKaXeHHUs (paspyIICHN).

2. O603HaueHH ¥ COKPALLEHU
ABC — aHTUBHUPYCHBIE CPEICTBA.

APM — aBTOMaTU3MPOBaHHOE pabouee MECTO.



BTCC — BcroMoraTelbHbIE TEXHAIECKAE CPEICTBA ¥ CUCTEMEL.
VICIIIH — nHbOpMAI[OHHAS CHCTEMA [epCOHANBHbBIX TaHHBIX.
K3 — xoHTpONIHApyeMas 30Ha.

JIBC — mokanbHas BEIYUCIUTENbHAS CCTh.

MD — MeXKCEeTeBOU IKpaH.

HCJ[ — HeCaHKIOHIPOBAHHBIH IOCTYIL.

OC — omnepallioHHas CUCTEMA.

I1]1a — nepcoHaIbHBIE TAHHBIC.

I[IMB — mporpaMMHO-MaTeMaTI1eCKOe BO3JICUCTBUE.

I10 — mporpaMMHoe 0becredeHne.

TIOMUH — no6ouHbIe 31eKTPOMArHUTHBIE U3ITYUCHH 1 HABOJIKH.
CARB — cucTeMa aHaiu3a 3allAIeHHOCTH.

C3U — cpencTsa 3alUTEI nH(pOpMAaILTHH.

C3I1/u — cucteMa (TmoacucTeMa) 3alUThI TIEPCOHAITBHBIX JAHHBIX.
COB — cucTeMa 0OHapyIKEHHs BTOPIKCHUH.

TKYU — TexHAYecKre KaHabl yTeIKH HHYOPMALIAH.

VBII[H — yrpo3s! 6e301acHOCTH [IEPCOHATBHBIX J@aHHBIX.

3. BeeneHue

3.1. Hactosras Konrennus H()OPMAIUOHHON 6esomacHocti UCIIIn MOY
netckoro cana Ne 25 SBISAETCS oduIMaIbHbIM JOKYMEHTOM, B KOTOPOM
omperiesieHa CHCTeMa B3IVIAI0B Ha obecredeHne THPOPMAIHOHHOM 0e30I1aCHOCTH
MOY netckoro caga .

3.2. Heo0x0ouMOCThb paspaboTku KoHIenmmu 06ycIIoBIEeHA CTPEMUTCIIBHBIM
pacimpenueM cepsl TPUMEHCHIA HOBeHIIUX HH(OPMAITHOHHBIX TEXHOJIOTUH H
nporeccoB Ipy o6padoTke pra(popMalyy BoodLe, i epCOHABHEIX JaHHBIX B

YaCTHOCTH.

3 3. Hacrosmas KoHIenuust onpenessieT OCHOBHEIS TSI 1 3a71auu, a TaKkxKe
OBIIYIO CTPATETHIO TIOCTPOCHNS CUCTEMBI 3aIUTHI IEPCOHANIBHBIX JAHHbIX
(C3I1[1x) meTcKoro caza. Koumemnuus onpezeseT OCHOBHBIC TpeOoBaHUs U
6a30BbIe IOIXOMBL K MX pealll3ariyu, JJI1 JOCTKCHIA TpeOyeMOro ypoBH
He30mnacHoCT MH(GOPMAIHH.

3 4. Konnernus pa3paboTana B COOTBETCTBHH € CHCTEMHBIM ITOJIXO0I0M K
oGecredennto NHPOPMAIIOHHON 0e30IacHOCTH. CucTeMHBII ITOAXON
peimonaraeT MPOBEICHIE KOMITIEKCa MepOTPHATAH, BKITIOTAIOIINX



HCCIe0OBaHKE YTPO3 HHPOPMAIIMOHHOM 0€3011acHOCTH U Pa3pabOTKy CUCTEMEI
samuThl [1/IH, ¢ TO3UIMK KOMILIEKCHOTO TIPUMEHEHHUS TEXHUIECKUX 1
OpraHU3aIMOHHBIX MEP U CPEICTB 3aIUTHL

3.5. Tlox mabopMarmonHoi 6e3onacHocThi0 [1/[H MOHMMaeTcs 3aIlUIIEHHOCTb
TIepCOHANBHBIX NaHHBIX 1 00pabaThIBaromel HX HHPPACTPYKType OT JTFOOBIX
CITy4YaifHBIX WJIM 3JI0HAMEPEHHBIX BO3IEHCTBUH, pe3yIbTaTOM KOTOPEIX MOXKET
SIBUTBCS HaHeCeHue yiiepba caMoit nHdopMalny, ee BuagenblaM (cyobekTam
[1n) wu uadpacTpykType. 3amadr HHPOPMAIIHOHHON 6€3011aCHOCTH CBOAATCA K
MUHHMU3AIUH yiiep6a oT BO3MOXXHOM peanuzanuu yrpos 6ezonacuocty 11/1H, a
TaKXXe K MPOTHO3UPOBAHUIO U MIPEIOTBPAILICHUIO TaKUX BO3IEUCTBHI.

3.6. Konuenmus ciy>XUT OCHOBOM NIJisl pa3paboTKU KOMILIEKCa OpraHu3alliOHHBIX
Y TEXHUYECKUX Mep 10 00ecrneueHnio HHPOPManOHHOU 0€30I1aCHOCTH I€TCKOI0
cazia, a TaK)Ke HOPMATUBHEIX X METOIUYECKUX JOKYMEHTOB, 00ECIIEUMBAIOLIUX €€
peanr3alyio, ¥ He IperonaraeT IoAMeHbl QYHKIUH rocy1apCTBEHHBIX OPTaHOB
Biactu Poccuiickoit @emepalini, OTBEHAIONINX 3a obecrieueHne 0€30I1acCHOCTH
UHGOPMAITMOHHBIX TEXHOIOTUH U 3aIUTy HHHOPMAITUH.

3.7. KoHuenius aBIseTCsS METOLOI0INYECKOH OCHOBOM JJIS:

- popMUpOBaHUS U TIPOBENICHUSI €IMHON TTOJTUTUKH B 00J1acT 0OecredeHus
6e3omacHocty I11a 8 UCI1/1x neTckoro cana;

- IPUHATHUS YIPABICHUECKUX PEeIIeHUH U pa3paboTKH NPaKTHIECKUX Mep II0
BOIUTOLIEHUIO NTONUTUKHU 6e3onacHocTd [T/TH 1 BeIpaboTKM KOMIIIEKca
COTJIACOBAHHBIX MEpP HOPMATHUBHO-IIPABOBOI'0, TEXHOJIOTAYECKOTO U
OpraHM3alMOHHO-TEXHUYECKOTO XapaKTepa, HallpPaBIeHHBIX Ha BEISIBICHUE,

OTpa)KeHHG 1 JIUKBHUOAITUIO HOCJ'[G,Z[CTBHIZ pCaJ'[I/IBaHI/H/I paBJ'II/I‘IHBIX BUIOB yrpo3
I1TH;

- KOOpAuWHAaIlKWK AEATCIBHOCTHU AE€TCKOr'0 cana Ipu IIPOBEACHNN pa60T 110

passutuio u skcruryataiuu MCII/IH ¢ cobmonerueM TpeboBaHUN 0becriedeHus
6e3onacHocTy I1/1H;

- pa3paboTKH MPEII0KESHUH 110 COBEPIICHCTBOBAHUIO IPABOBOI'0, HOPMATUBHOIO,
METOIHIECKOT0, TEXHUYSCKOTO M OpraHH3allHOHHOTO o0ecTeueHus 6e30I1acHOCTH
I 8 UCIIJIH meTckoro caza .

3.8. ObacTs mpuMeHeHus: KOHIIENIINT pacpocTpaHsIeTcs Ha Bech NEeTCKUM call, B
KOTOPBIX OCYIIECTBISETCS aBTOMaTu3npoBaHHas oopadorka [1/1H, a Takke Ha
HOJpa3ieNieHusl, OCYIIEeCTRILIIOINE COIPOBOXKIeHUE, 00CILy >KUBaHUE U
obecrieuenue HopMmanbHoro Qyukimonuposanus UCII/IH.

3.9. IlpaBoBoii 6a30ii st pazpabotku HacTosied Konnennuu ciyxar
TpeboBaHMs NEHCTBYIOMUX B Poccrun 3aKOHOIaTENbHBIX 1 HOPMATUBHBIX
IOKYMEHTOB 110 o0ecredeHnIo 0e30macHOCTH ITepCoHaIbHbIX AaHHbIX ([1/1H).



4. O61e ToJ0XKEHUS

4.1. Hacrosmas KoHiiemnus onpezeseT OCHOBHBIC LieIX U 3a/iaiH, a TaloKe
OBIIYIO CTPATETUIO TIOCTPOEHUS CUCTEMbI 3alIUTE IIepCOHAIBHBIX JaHHbBIX
(C3I1]Im) AETCKOro caza, B COOTBETCTBUH C IMepeunem VICTI/Ta. Konuenmus
oTIpeJieNsIeT OCHOBHbIE TPEOOBAHUSA U 6a30BbIe TTOAXOIbI K UX pealM3allun, IS
OCTIIKEHMS TPeOyeMOro ypOBHs 0€30IacHOCTH uHGOpMAaIH.

4.2. C3T1]1x mpefcTaBiseT coG0H COBOKYMHOCTE OPraHM3allMOHHbIX 151
TeXHAUECKUX MEpOIpusTHil 1yst 3armuTsl [1/H OT HEPaBOMEPHOTO W
CIly4alfHOTO ZOCTYIA K HUM, yHHYTONEHUS, U3MCHEHI, GJIOKMPOBAHK,
xomupoBaHus, pactpocrpanenust [T/1H, a TaloKe HHBIX HeIIpaBOMEPHBIX JeHCTBUH
C HUMU.

4.3. Be30MacHOCTh IEPCOHANBHBIX JaHHBIX TOCTAraeTCs MyTeM HCKIIFOICHAL
HEeCAHKI[MOHIPOBAHHOTO, B TOM YHCIIE CILyJalHOro, JOCTyIa K IIepCOHANBHBIM
JAHHBIM, PE3yJIbTATOM KOTOPOTO MOXET CTaTh YHHITOKCHHES, N3MEHEHHUE,
610KHpOBaHKE, KONIPOBAHKE, PACIIPOCTPAHEHNE [IEPCOHATBHBIX IAHHBIX, & TAKKe
MHBIX HECAHKIIMOHUPOBAHHBIX JEHCTBHH.

4.4, CTpyKTypa, COCTaB X OCHOBHBIE (QYHKIIIH C3ITIx ompenesatoTcs UCXOI U3
xnacca VICTITa. C3T1[IH BKIIOYaeT OpraHu3aloHHBIC MEPBL 1 TEXHUYECKHUE
CpeJCcTBa 3aIUTE HHQOpPMALMH (B TOM TMCIe mudpoBaIbHbIe
(kpunTorpadudecKue) CpeCTBa, CPEICTBA IPSAOTBPAICHIA
HECAHKITHOHMPOBAHHOTO NOCTYIIA, yTEUKU HHPOPMAIIHMH 110 TEXHAIECKAM
KaHaNaM, [[POrPAMMHO-TEXHIYECKHX BO3ICHCTBUM Ha TEXHU1CCKUC cpencTBa
o6padotku I1/IH), a TaxKe UCIOJb3YCMBIC B uH(OPMALAOHHON CUCTEME
uH(GOPMAIMOHHBIE TEXHOJIOTUH.

4.5. DTy MepHl IPU3BaHbL 00ECIICINTE:

- KOH(HUIEHIHATBHOCT HHOpMALKH (3a11Ta OT HECaHKI[HOHUPOBAHHOTO
O3HAKOMJIEHHS);

- [eJ0CTHOCTh MHpOPMALIH (AKTYaNbHOCTE K HEMPOTHBOPEINBOCTE nH(OOPMAIH,
ee 3aLIUIIEHHOCTD OT Pa3pyIIeH:s U HECAHKIIMOHUPOBAHHOTO W3MEHEHNA);

- I0CTYIIHOCTH UH(OpMaIuy (BO3MOXKHOCTD 38 IPUEMIEMOS BPEMA 10Ty IUTh
TpeOyeMyIo HHPOPMAIIOHHYIO YCITYTY).

4.6. Cramuu coznanus C3II/1H BKIIIOYALOT:

- IPETPOEKTHA CTaI}sl, BKIIOTatoIasd IIPEeANpPOEKTHOE o6cnenoBanue MCIL/H,
pa3paboTKy TEXHMYECKOTO (YaCTHOTO TEXHUUECKOTO) 3aJaHus Ha €€ CO3aHIe;

- cTamust IPOeKTHPOBaHus (paspaboTKH IPOEKTOB) U peannu3anun WCTIs,
prIrovaronias paspaborky C3I1IH B cocTase WCIIOH,

_ cramms BBozia B meficteue C3I1JIH, BKITIOUAIOMIAA OMBITHYIO SKCIUTYaTalHo 1
IIPHEMO-CIATOUHBIE UCTIBITAHUS CPE/ICTB 3allUThI pH(OpMALAH, & TAKXKE OLEHKY
cooteercTaus MCI1/IH TpeGoBaHUAM 0e301aCHOCTH nHGbOpPMALIUH.



4.7. OpraHu3alMOHHBIE MEPEI IPEAYCMaTpUBAOT CO3/IaHKE U TIOICPIKaHNE
TIpaBoBoi 6a3kl 6€30IaCHOCTH T1/1x u pa3paboTKy (BBEIICHUE B IeicTBUE)
peTyCMOTPEHHBIX [lonuTHKOM HHPOPMALOHHON 6e30IIacCHOCTH UCILx
Clle[yFOITUX OpraHA3aHOHHO-PACIIOPAAUTEIbHBIX IOKyMEHTOB:

- MHCTPYKIIHIO aIMIHUACTPATOPA WHG(OPMALIMOHHBIX CUCTEM MEPCOHANBHBIX
JAHHBIX TT0 00eCIIedeH o Oe30NaCHOCTH IIepCOHAIBHEBIX TaHHBIX;

- AHCTPYKIHUIO O TIOPALAKE peBCpBHpOBaHI/IH ¥ BOCCTaHOBJICHUS
pa6OTOCH0006HOCTI/I TEXHUUYECKUX CPEACTB, HpOFpaMMHOI‘O obecrieueHus 1 6a3
OAaHHBIX;

- HHCTPYKIIHUIO OTBETCTBEHHOTO 34 o6pa60TKy HepCOHaﬂbeIX JAHHBIX,
- UTHCTPYKIIUIO I10 opranuszaliui aHTI/IBI/Ip}ICHOﬁ 3aIIUTEI;

- UTHCTPYKIIUIO 11O MMOPAOKY ydyeTa u XpaHECHHUIO JOKYMEHTOB, colepxKamux
HepCOHa.TIBHBIe IAaHHBIC,

- FHCTPYKIIMIO TI0 0fecredeHnio 6e30MacHOCTH SKCILIyaTallui CPeliCTB
KPHITOrpaQuIeCKOH 3aIUTEL wrdopmarmn (CK3WM);

- MHCTPYKIIUIO [0 HOPSZKY yueTa U XpaHEHHIO MAIITAHHBIX HOCUTENEH
KOH(GUIEHIHATBHON HHpOpMAIIU (IIepCOHANBHBIX TaHHBIX);

- MHCTPYKLHUIO MOJIb30BATEIIS HHPOPMAINOHHBIX CHCTEM [IepCOHAJIBHBIX TaHHBIX
10 obecreueHno 0e30MacHOCTH NEPCOHATBHBIX IaHHEBIX;

- FHCTPYKIIMIO OCYIIECTBIIECHIS BHY TPEHHETO KOHTPOIA COOTBETCTBHS 00PabOTKH
TepCOHATBHBIX JAHHBIX TPEOOBAHHSM K 3aILATE TIepCOHAIbHBIX JAaHHbIX;

- UHCTPYKIIHIO 10JIL30BAaTeJIs 110 o0ecIieyeHNIO 0e301acHOCTH O6pa6OTKH
HepCOHaHBHBIX OaHHBIX, ITIPH BO3HMKHOBEHHUHN BHCIITATHBIX CI/ITyaIlI/Iﬁ.

4.8. TexHIIECKHEe MEpPHI 3all[UTHl PEAIH3yI0TCs IPH TIOMOLIH COOTBETCTBYIOIIHNX
[IPOrPAMMHO-TEXHIYECKIX CPENCTB ¥ METONIOB 3aIUTBI.

4.9. TlepeyeHb HEOOXOIUMBIX MEP 3AIATHI HHOOpPMAIIIH ONPEIETACTCS TI0
pesyJibTaTaM BHYTPEHHEH TPOBEPKY 6e3omacuocty MCIT/H meTckoro cana.

5. 3amayn C3I1/1H

5 1. Ocuopuoii nensto C3I1JIH ABysAeTCS MUHIMHU3ALIHS yirep6a 0T BO3MOYKHOH
peanu3alyy yrpo3 6e30MacHoCTH I1/18.

5.2. Jlyist LOCTYDKEHUA OCHOBHOM 11eJH cucTeMa 0e30IacHOCTH I1Ta NCILOx
No/DKHa obecredrnBaTh 3()PEKTUBHOE PEIIEHNE ClIeQyIOINX 3a/1a4:

- 3QIIIUTy OT BMEIIATENbCTBA B IIPOLECC (YHKLIMOHUPOBAHMS HCIIOu
[1OCTOPOHHHUX JIHL (BO3MOIKHOCTH UCTIONB30BAHIA AC ¥ HOCTYTI K €e pecypcaM
JIOJKHBI MIMETD TOJIBKO 3apETACTPUPOBAHHEIC YCTAHOBIIEHHBIM MOPSIKOM
TIOJIb30BATEIIHN);



- pasrpaHUYeHHe TOCTYIIa 3apETUCTPHPOBAHHBIX MOJIB30BATENEH K allllapaTHbIM,
IIpOrpaMMHEBIM ¥ HH(popMaIroHHEIM pecypcaM VICII/IH (BO3MOXKXHOCTE TOCTYIa
TOJBKO K TEM PECYPCaM U BBIITOIHEHUS TOJIBKO TE€X OIEpalliii ¢ HUMHU, KOTOpPbIe
HEeoOXOIUMBI KOHKpeTHBIM mosb3oBatessaM MCIIIH [t BRIMOTHEHUS CBOUX
CIIyKeOHBIX 00sI3aHHOCTEH), TO €CTh 3aIUTY OT HECAHKIIMOHUPOBAHHOT'O AOCTYIIA!

{i k undopmarmu, nupkynupyomei B UCIT/In;

{i anmapaTHEIM, TPOTPaMMHBIM U KPUIITOrpapUIECKUM CPEICTBAM 3allMTEI,
ucnosbzyeMbiM B MCII/H;

- PETUCTPAITHIO NeUCTBUH M0IB30BaTENEeH IIPH NCIIONIB30BaHUH 3aIlUIIACMbIX
pecypcoB MICTI/IH B CUCTEMHBIX XypHallaX ¥ MEPUOJHIECKIN KOHTPOIIB
KOPPEKTHOCTH ACHCTBUH I0JIb30BaTENEH CUCTEMBI IIyTeM aHallu3a COAEPKUMOTO
3TUX JKyPHAJOB;

- KOHTPOJIb [IEJIOCTHOCTH (00ecredeHre Hen3MEHHOCTH) CPEIbI UCIIOIHEHHUS
[IPOrpamMM U ee BOCCTAHOBIIEHHE B CILy4ae HApyIICHNUS,

- 3AIIUTY OT HECAHKIIMOHUPOBAHHOW MOIU(UKAIMK ¥ KOHTPOJIb [eI0OCTHOCTA
ucmoib3yeMbrx B MCITJIH nporpaMMHBIX CPEICTB, & TAK)Ke 3alllATy CUCTEMBI OT
BHE/IpeHMS] HECAHKIIUOHUPOBAHHEIX IIPOrpamM;

- 3allIUTy H,Z[H OT YTCUYKH I10 TEXHHYCCKUM KaHaJlaM IIpH €€ O6pa6OTK€, XpaHCHHUHU
U IIepenave 1o KaHajaM CBI3H,

- 3amuTy [1J]H, XpanumMoii, o6pabaTbIBaeéMOM U IlEpeiaBaeMoi 1o KaHajlaM CBA3H,
OT HECAHKITHOHUPOBAHHOTO pa3TiIallleHUs WIIK HCKaXKCHHUS,

- obecrieueHue XKHUBYYCCTH KpI/II'ITOI"pa(bI/I‘-IeCKI/IX CpE€aCTB 3alllUThI I/IH(iJOpMa]_II/II/I
IIpU KOMIIpOMeTallkuu 9aCcTH KJIFOYEeBOM CHUCTEMBI;

- CBOEBPEMEHHOE BhISBIIEHIE HCTOYHUKOB YTpo3 6e3omacHocTy LI/1H, mpuauH 1
YCIIOBHH, CIIOCOBCTBYIOIINX HaHEeCeHHIO yepoa cyonsexram [1/1H, coganue
MeXaHH3Ma OIEpaTUBHOIO PearnpoBaHus Ha yrpo3sl 6esonacHocty [1/1H u
HeraTHBHBIC TEHICHIINM;

- CO31aHuC }’CJIOBI/Iﬁ TSI MUHUMHU3aUA U JTOKAJIU3allid HAHOCHUMOT'O ymep6a
HENpaBOMEPHBIMHA JIIEMCTBUSIMUA (I)I/IBI/I‘-ICCKI/IX H IOPUIUYCCKUX JIUII, ocnabieHue

HEraTMBHOTO BIMSIHUS U JIUKBUJALKS IIOCIEICTBIN HapyIIeHUs Oe30IaCHOCTH
IT/1H.

6. OOBEKTEI 3aIIUThI
6.1. Ilepeuerb UHPOPMALMOHHEIX CUCTEM.

B MOV nercxom cany Ne 25 mpousBoautcs 06paboTKa NEpCOHATbHBIX JaHHbIX B
MHPOPMAIMOHHEIX CHCTEMa 00paGoTKH epcoHanpHbIX Jannbx (MCITTH).

Ilepeuens MICIT]IH ompeierseTcst Ha OCHOBAHUM BHYTPEHHETO 00CIe/I0BAHH.

6.2. IlepedeHbh OOBHEKTOB 3aIIUTHL.



OG6BbeKkTaMy 3allUTEI ABJIsToTC — nHbopMarus, oopadateiBaemast B MCIT/IH, u
TEXHUYECKHE CpefcTBa ee 00paboTKH U 3aIKThl. [lepedeHs IepCcoHaIbHBIX
IAHHEIX, IOUIeXKAIIHe 3allluTe, OnpeneseH B Ilepeune nepcoHallbHEIX JaHHBIX,
obpabareiBaeMbix B MOY nerckoMm camy Ne 25.

OOBEKTHI 3AIIUTHI BKITIOUAIOT!

- oOpabaTeiBaeMasi HH(pOpMALK;

- TeXHOJIOTHYEeCKask HH(PpOpMaLUs;

- IPOTPaMMHO-TEXHUIECKHE CPeCcTBa 00pabOTKH;

- cpenctBa 3amuThl I1/1H;

- KaHaJBl THGOOPMAIMOHHOTO 00MeHa U TeleKOMMYHHUKALIUH;

- OOBEKTHI U IIOMEIIEHHA, B KOTOPBIX pasMEIICHBI KOMIIOHCHTHI HCH,ZLH

7. Knaccudukarus nois3oBateneit UCII/In

7.1. ITonp3oBarenem VCIIJIH sBasieTcs MUI0, y4aCTBYIOIIEE B
(GYHKIIMOHUPOBAHUY UH(POPMALMOHHON CUCTEMEI IIEPCOHANIBHBIX TAHHBIX WU
MCIIONB3YIOIee pe3ynbTaTel ee GyHkuuonuposanus. Iloms3osatenem MCIT/IxH
SIBJIAETCS IF000M COTPYIHMK METCKOTo cana, uMeromuit goctyn k MICIT/IH u ee
pecypcaM B COOTBETCTBUU C YCTAHOBIJIEHHBIM IIOPSIZIKOM, B COOTBETCTBUH C €T0
GYHKIIMOHATBHBIMU 005S3aHHOCTSIMH.

7.2. Tlonp3oBarenu UCII/IH nensTcs Ha TpU OCHOBHEIE KAaTETOPHHU:

7.2.1. Anmunuctpatop UCIT/IH - coTpyIHUK , KOTOPBIA 3aHUMAETCsl HACTPOUKOH,
BHEJIPEHMEM U conpoBoxaenneM cuctemsl. Anqmunuctparop MCITIn obnanaer
CJIelyIOIIMM YPOBHEM JOCTYyIIA:

- 00J1ajaeT moMHOM uHbopMaITell 0 CUCTEMHOM U IIPUKIIATTHOM IIPOIPaMMHOM
ob6ecrreuennu MCIT/H;

- 00najaet noaHoM uH(oOpMAaIuel 0 TEXHHIECKUX CPEICTBAaX U KOH(QUIypalluK

NCII/s;

- IMeET JOCTYII KO BCEM TEXHHYECKAM CpelcTBaM 00pabOTKH HHPOPMALUK U
nmaaueM MCITTH;

- o6naaeT mpaBaMu KOHGHUTYPUPOBAHUS U aIMUHUCTPATUBHON HACTPOUKH
texanueckux cpeacts MCIT/IH.

7.2.3. Oneparop MCII/IH - cCOTpyAHUK AETCKOTO Cajla y4acTBYIOLIUH B IIpoIiecce
skcruryaranun MCITIH. Oneparop UCIIIn obnanaer cienyrouM ypOBHEM
IOCTyTIA:

- 00najaet BceMu HEOOXOMUMBIMU aTpubyTamMu (HalpuMep, apojiem),
00eCIIeInBaONIUMHE TOCTYTI K HEKOTOPOMY ITOAMHOXKeCTBY 1 1JIH;



- pacriojiaract KOH(pI/I,H,eHHI/IEUIBHBIMI/I OaHHBIMU, K KOTOPBIM nuMeeT OOCTYIL.

7.3. Kateropuu [TOB30BAaTeNel NOKHEI ObITh ONPEIeIICHbI AT xaxcnoit UCIT/H.
JTomKHO GBITh YTOYHEHO Pa3[eeHue COTPYIHUKOB BHYTPHU KaTeropui, B
COOTBETCTBHHM C TUIIAMH II0JIb30BaTe IeN ONPEeETICHHBIMH B [MonuTuke
MHPOPMAIIMOHHOH 0e30I1aCHOCTH.

7 4. Bee BBISBJIECHHBIE TPYIINEI I0JIB30BATEIIEH OTPAXKAIOTCA B [Tepeune
JOJKHOCTEN pabOTHUKOB, TOIIYLICHHBIX K paboTe ¢ IePCOHAIBHBIMU TAHHBIMU U
3aMeleHie KOTOPBIX IPelyCMaTpUBaeT OCYIIECTBIICHNC 00paboTKH
[1ePCOHANBHBIX JAaHHBIX MO0 OCYIIECTBICHHE JIOCTYIIA K 1IepCOHAIbHBIM JIaHHBIM
5 MOV nerckom cay. Ha ocHOBaHIE 06CITIE/A0BaHUS ONPEARIAIOTCA HIpaBa
nocryma k snemenTam MCIITH a7 BCeX rpyIii TOJTE30BAaTENEH U OTPaXKaloTCsA B
PaspelmTebHON CHCTEME JIOCTyIIa COTPYIHIKOB K pecypeam uH(GOPMaIMOHHBIX
crcTeM TIePCOHATBHBIX JAHHBIX, TPHHAIICKAIIIX MOY peTckoMy cany.

8. OCHOBHBIE IIPHUHIIAIIBI IIOCTPOSHHS CHCTEMBI KOMILIEKCHOM 3aIITUTHI
uHbDOpMaALUK

8.1. TlocTpoeHue CUCTEMBI 00eCIICIeHHUS 6ezonacuocty I1Iu MCII/IH neTckoro
canma ¥ ee QyHKIMOHUPOBAHWE HOJDKHEI OCYIIECTBIIATECA B COOTBETCTBUHU CO
CIIeIYyIOIMMY OCHOBHBIMU IIPHHITATIAMH:

- 3aKOHHOCTb;

- CHCTEMHOCTB;

- KOMIUIEKCHOCTB;

- HEMIPEPBIBHOCTB;

- CBOEBPEMEHHOCTE;

- IPEEMCTBEHHOCTD M HEMPEPHIBHOCTH COBEPIICHCTBOBAHMA;
- IepcoHalIbHasA OTBETCTBEHHOCTE;

- MUHMMU3ALIYS TOTHOMOYHH;

- B3aMMOJENCTBHE U COTPYIHUIECTBO;

- THOKOCTH CUCTEMBI 3aIlIUTEI,

- OTKPBITOCTH &ITOPUTMOB ¥ MEXaHU3MOB 3aIllUTRL

- IpOCTOTa IPUMEHEHHUS CPEZICTB 3allUThL

- Hay4Has 0G0CHOBAHHOCTb U TEXHHHYECKas peallnsyeMOCTb;
- crieruanu3anys 1 Ipo(ecCHoHaIN3M,

- 00513aTeIPHOCTE KOHTPOJIA.

8.2. 3aKOHHOCTb.



8.2.1. TIpenmornaraeT OCYIIECTBICHNE 3AIINTHBIX MepOTPHUSTHLL 1 pa3paboTKy
C3T1/IH ZETCKOTO cana B COOTBETCTBHH C JCHCTBYIOMMM 3aKOHONATEIBLCTEOM B
o6nacTy 3armmTsl T1JIH 1 ApyrHX HOPMATHBHEIX aKTOB II0 6€30MacHOCTH
UHPOPMALIMHY, YTBEPIKICHHbIX OpraHamMmu rOCYapCTBEHHOM BIACTH U YIPABICHI
B IIpefieNax UX KOMIIETCHIUH.

8.2.2. Tloyip30BaTeNy 1 06CIy ) uBaronmi nepconai I1/1H VICIT[Ia neTckoro cana
JOJDKHBL GBITH OCBEIOMIIEHB! O IIOPs/IKE PAOOTEI € 3aruIaeMoil nHpopMalUen 1
06 oTBETCTBEHHOCTH 3a 3amuThl IT/1H.

8.3. CuCTEMHOCTG.

8.3.1. CucreMusIit moaxon k moctpoenmo C3IT/{H reTckoro cazia mpeAronaract
y4eT BCeX B3aMMOCBS3aHHBIX, B3aMMOJIEMCTBYIOIINX U U3MEHSIIOIUXCS BO
BpeMEHU JIIEMEHTOB, YCIOBUH U (aKTOpOB, CYIIECTBEHHO 3HAUUMBIX JULT
[TOHMMAHUS ¥ PeLIeHust TIPOOIeMbI 00eCIeUeHIs 6ezonacuocty I1/Tn VICIIH
AIMUHUCTpALWH.

8.3.2. TIpu cO3/1@aHKK CHCTEMBbI 3AIUTHI JOIDKHBL YIUTHIBATLCA BCC cnalble U
HauGolee ys3BEMBIE MECTa CHCTEMBI 06pabOTKY [1/Ta, a TaKXKe XapakTep,
BO3MOYKHEIE OOBEKTHI M HATTPABJICHHUS aTaK Ha CUCTEMY CO CTOPOHBI HapyLIUTENeH
(0cOGeHHO BHICOKOKBAIM(ULAPOBAHHBIX 3710yMBIIUIEHHUKOB), Ty TH
TIPOHUKHOBEHHUS B PACTIPE/ICICHHEIC CUCTEMBI U HCJI x uadopmanun. CucreMa
3aIIATHI OJDKHA CTPOMTHCS ¢ YIeTOM He TOIBKO BCEX M3BECTHBIX KAHAJIOB
nporwkHoBerns 1 HCJI x MHQOpMAIMH, HO U C yHICTOM BO3MOKHOCTH TTOSIBIICHUS
IPUHIUITHATEHO HOBBIX IIyTeH pealn3aluu yrpo3 6e30I1aCHOCTH.

8.4. KoMIIJIEKCHOCTB.

3.4.1. KoMIIIEKCHOE MCIIONb30BaHie METOJI0B i CPEJICTB 3AIlUThI IPEAIIoIaract
COTTIaCOBAHHOE TIPUMEHEHIE PA3HOPOIHBIX CPEJCTB IIPX IOCTPOCHIH IIEJIOCTHOU
CHCTEMBI 3aIlUATHI, IIEPEKPHIBAIOIIEN BCe CYIICCTBEHHbIC (3Ha4YVMBI€e) KaHAJB
peaNu3alyy yrpos U He coleprKanien c1abBIX MECT Ha CTHIKaX OTICIBHBIX €€
KOMITOHEHTOB.

8.4.2. 3ammTa LOKHA CTPOUTECS SIIESTIOHUPOBAHO. Tl71st Ka)KIOro KaHalla yTeUKH
HHPOPMAITUY U AT KXKIOH yrPO3bI 6e30MacHOCTH TOJDKHO CYIIECTBOBATh
HECKOJILKO 3allUTHEIX pyOexed. Cozqanue 3alUTHBIX pybeskel OCyIIECTBIIACTCS C
Y4eTOM TOTO, 9TOOHI [JIs MX TIPEOJI0TIEHH TOTCHIUATBEHOMY 3JI0YMBIIIICHHUKY
TpeGOoBaNUCh IPO(PECCHOHABHEIC HABBIKY B HECKOIbKUX HEeB3aWMOCBSI3aHHBIX
001acTIX.

R 4.3, BHelIHss 3alliTa JOJKHA 00eCIIeYBaTHCS (hu3HUECKUMHU CPELICTBAMH,
OpraHU3aI[MOHHEIMY ¥ IPABOBEIMU MEPAMH. OmHUM U3 HanboJee YKPeTIeHHbBIX
py6exeii mpu3BaHbl OBITE CPEZCTBA kpunTorpadUuecKon 3aiuThl, PealTn30BaHHbIC
¢ uenobioBanneM texuonoruy VPN, IpuxnanHo#i ypoBeHb 3alUTh,
YUUTHIBAIOINH 0COOEHHOCTH IpeIMeTHOH 00IacTH, IIPEACTaBIIACT BHYTPEHHUU
pyOeK 3aIUTHL

8.5. HempepsiBrOCTH 3amuThl L1/TH.



8.5.1. 3ammra [1/IH — He pa30BOEe MEPONPUATIE U HE MPOCTAs COBOKYITHOCTE
IIpOBE/ICHHBIX MEPOTPHATHY 1 yCTaHOBIECHHBIX CPECTB 3ALMTEL a HEeTIPePHIBHBIA
IeJIeHAITPaBIeHHBIN [TPOLECC, TIpe/NnoNaraoiyii IpUHATHE COOTBETCTBYIOMIMX
Mep Ha BCeX dTarax )KU3HEHHOro MK NCII/H.

8.5.2. UCI1JIx mOKHBI HAXOMUTECS B 3alIAIICHHOM COCTOSIHUM Ha IPOTHKCHUU
BCEro BpeMeH! UX (PyHKIIMOHIUPOBAHMU. B cooTBeTCTBUH C 3TUM IIPHUHIUIIOM
JOJDKHEL TIPUHUMATHCSI MEPBI 10 HEJOMYIIEHHUIO IIEPEX0/ia HCII[= B
He3allUILEHHOE COCTOSHHE.

8.5.3. BONBIIMHCTBY (QU3MUECKUX M TEXHUUCSCKUX CPEICTB 3aIllUThI VI
5((EKTUBHOTO BHITIOIHEHHUS CBOUX GyHKIMH HeoO0X0IUMa IOCTOSHHAs
TexXHUYeCcKas ¥ OpraHu3aloHHas (aJIMAHUCTpPATHBHAS) TIO/IICPIKKA
(cBOEBpeMeHHasI CMeHa 1 obecreueHne IPABUIIbHOTO XPAHEHIT 1 TIPUMEHEHHS
MMeH, T1apoJieil, Kirodell muppoBaHus, IEPEONPEACICHIEC MIOJIHOMOYHH U T.IL.).
IlepepsiBEL B paboTe CPEACTB 3aIUTHI MOTYT OBITH HUCITOJIB30BaHBI
3J10yMBIIUIEHHUKAMH JIIst aHaji3a IPUMEHIEMBIX METOLOB 1 CpeICTB 3alIUTH,
JUIsl BHEJIPEHMS CIIeLMalIbHbIX IIPOTPaMMHBIX 1 aIlllapaTHAIX "3aKiIamoK' U APYyruX
CPEJICTB MPEOIONIEHIS CHCTEMBI 3aIUTE IIOCIIE BOCCTAHOBIICHI €C
(bYHKIMOHUPOBaHU.

8.6. CBOEBpEMEHHOCTb.

8.6.1. IpeamonaraeT yIpeK A0l XapakTep Mep oGecrieueHnst 6e30IIaCHOCTH
T1/{5, TO eCTh IOCTAHOBKY 3a/1ad T10 KOMINIEKCHOH 3alliTe WCIT/IH u peanu3aruio
Mep obecriedensi GezonacHocty 11JIH Ha paHHHX CTafUAX paspa6otku UCITH B
[IeJIOM ¥ €€ CHCTEMBI 3aIllUThl HHPOPMAIUH, B 4JaCTHOCTH.

8.6.2. Pa3paboTKa CHCTEMBI 3aIUTHI TOJDKHA BECTUCH TIAPATLIETBHO ¢ pa3paboTKOM
1 pa3BUTUEM CaMOH 3aIUIIaeMON CHCTEMBL, JT0 TTO3BOJIUT YUECTH TPeOOBAHUS
6e30MaCHOCTH IPY MPOEKTHPOBAHUM APXUTEKTYPBI U, B KOHEIHOM CHETS, CO31aTh
Gonee 3G pexkTUBHBIE (KaK 10 3aTpaTaM pecypcos, TaK U 10 CTOUKOCTN)
3alUIIeHHBIe CUCTEMBI.

8.7. TIpeeMCTBEHHOCTH U COBEPIICHCTBOBAHKE.

[Ipe/IonaratoT MOCTOSHHOE COBEPIIEHCTBOBAHIE MEP M CPEICTE 3aIIUATEI
uH(QOpPMAIIMHM Ha OCHOBE TIPEEMCTBEHHOCTH OpraHM3alHOHHbIX 1 TEXHUYECKUX
pelleHui, KapoBOro COCTaBa, aHaln3a dbynxumonuposanus UCIIa u ee
CHCTEMBI 3aIlUTH C YIETOM H3MEHEHHH B METOJIAX U CPEACTBAX NIEpexXBaTa
uH(bOpMAIUK, HOPMATHBHEIX TPEGOBAHMUH 110 3AIUTE, NOCTUIHYTOTO
OTeueCcTBEHHOTO U 3apy0eiKHOro OIBITa B 3TOH 0071aCTH.

8.8. [lepcoHaNIbHAA OTBETCTBEHHOCTD.

IIpenmosaraeT BO3NOXKEHHE OTBETCTBEHHOCTH 32 o6ecrieuenue 6ezonacHocty IT/TH
M CHCTEMBI X 06pabOTKY Ha KaXKI0ro COTPYIHMKA B IIPe/eIaX ero IIOJTHOMOYUH.
B COOTBETCTBUY C STUM IIPUHILIAIIOM PACTIPEACIICHUE TIpaB 1 00s13aHHOCTEH
COTPY/IHMKOB CTPOHTCS TakiM 00pasoM, 4yToGHI B Cllydae JIF000ro HapyIeHHs KPyTr
BHHOBHUKOB OBLT YETKO M3BECTEH MJIA CBEJICH K MUHUMYMY .



8.9. [TpuHIMII MUHAMHU3AIUN TIOJITHOMOYMH.

8.9.1. O3Hauaer IIpeaoCTaBICHULC [IOJIB30BATEJIIM MUHUMAJILHBIX IIPpaB JOCTYIIA B
COOTBETCTBHHU C HpOI/IBBO,I[CTBeHHOfI H606XO,HI/IMOCTI:-IO, Ha OCHOBE IIpHUHIHUIIA «BCC,
YTO HE pa3pelICHO, 3alpeIieHo”.

8.9.2. Toctyn k I1JIH TODKEH IPEJOCTaBIATECA TOIBKO B TOM ClIydac 1 o0Bpeme,
eCIId HTO HEOOXOAUMO COTPYIHUKY AJIA BRIMOJHEHMS €TI0 JO/DKHOCTHBIX
00sI3aHHOCTEH.

8.10. B3auMoIeHCTBUE U COTPYIHUYIECTBO.

8.10.1. IIpeamnomnaraer co3nanue 61aronprsTHOM arMocgepsl B KOJIEKTHBAX
ToApa3IeeHnH, 00eCceUnBaOIIIX AeATeIbHOCTD WCII[Ia neTckoro cana, sl
CHYDKEHHS BEDOSTHOCTH BO3HMKHOBEHMUs HETATHBHBIX JIGHCTBUH, CBA3AHHBIX C
4esI0BeUeCKUM (PaKTOPOM.

8.10.2. B Takoit 00CcTaHOBKE COTPYAHHUKH JTOJDKHBEI OCO3HAHHO co0II0IaTh
yCTaHOBJICHHbIE IIPaBHJIa U OKa3bIBATh CONEHCTBHE B IEATEIBHOCTH
TO/Ipa3IeICHIH TEXHUIECKON 3allUTh uHGOPMAaLUH.

8.11. I'ubxocTh crucreMbl 3auThl [1/1H.

[TpuHsATHIE MEPHL U YCTAHOBIIEHHbBIE CPEICTBA 3AIUTEL, 0coOeHHO B HAUaIbHbIN
TIepUOJI MX SKCILTyaTalliy, MOTyT 00eCTieurBaTh KaK ype3MepHBbIH, TaK U
HeOCTATOYHEIH YPOBEHE 3aIUTEL. [y o0ecreeHns BO3SMOXHOCTH BaApbHPOBAHIS
yPOBHEM 3aIIHUIIEHHOCTH, CPE/ICTBA 3aIHTh] IOJDKHBI 06anaTh OnpeIeeHHOR
rabkocThio. OCOOEHHO BayKHBIM 3TO CBOMCTBO SBIISETCS B TEX CllydasX, KOI/d
YCTAHOBKY CPE/ICTB 3aIIUTEl HEOOXOIUMO OCYIIECTBILATE Ha paboTaroLIyIO
crcTeMy, He HapyIias IpoLecca e HOPMATbHOTO (yHKIMOHUPOBAHIA.

8.12. OTKPBITOCTD alITOPUTMOB ¥ MEXaHU3MOB 3aIIUTBL.

CyThb NPHUHIAIA OTKPHITOCTH AJTOPUTMOB ¥ MEXaHU3MOB 3aILlUTEI COCTOUT B TOM,
YTO 3aLUTAa He JOIDKHA 00ecredrnBaThCs TOIBKO 33 CUET CEKPETHOCTH
CTPYKTYpHOH OpraHu3aliy 1 alropuTMoB QyHKIMOHUPOBAHUA €€ HOACHCTEM.
3HaHVe aITOPUTMOB PabOTHI CHCTEMBI 3ALUTHI He JOJDKHO 1aBaTh BOSMOKHOCTH
ee mpeooneHust (Taxe apTopam). OHAKO, 3TO HE 03HAYACT, 9TO rHbopMaLys O
KOHKPETHOM CHCTEME 3alUThI JOIDKHA OBITh 0011IeIOCTyIHA.

8.13. ITpocToTa IpUMEHEHUS CPE/ICTB 3aILUThI.

8.13.1. MexaHu3MBbI 3alMThl JOKHEI ObITh HHTYUTHBHO ITIOHATHBI U IPOCTEI B
HCIONB30BaHuM. I IpuMeHeH)e CPEICTB 3alllUThl HE OJDKHO OBITH CBSI3aHO CO
SHAHVEM CIIeIMAbHBIX S3bIKOB MM C BHITONHEHHEM JIEHCTBHUN, TpeOyroImux
3HAYMTENBHBIX JOTOIHHTETBHbIX TPYL03aTPaT IIPA O0BITHOM pabore
3aperuCTPUPOBAHHBIX YCTAHOBICHHBIM IIOPSIKOM [0JIb30BaTEIEH, a TAKXKe He
JOJDKHO TPeGOBATE OT I10J1530BATEIIS BEITOJHEHNUS Py THHHBIX MAaJIOIIOHSITHBIX eMY
onepaluil (BBOX HECKONIBKUX [APOJICH 1 UMEH U B )i



8.13.2. JlomkHa JOCTUTAThCS aRTOMATH3AlMI MaKCUMaJIbHOT O JHC]IA IeVCTBUM
HoJb30BaTeNIed U aIMUHUCTPATOPOB UCTIdH.

8.14. HayuHas 000CHOBaHHOCTb M TCXHHICCKA pEeann3yeMoCTb.

8.14.1. VIH(OpMAIMOHHEIE TEXHOIOTUH, TeXHUIECKIE 1 nporpaMMHBIE CPEICTBa,
CcpejIcTBa U MepbI 3alUThI uHE(OPMAITMY TOJDKHEL OBITH PEalM30Batb Ha
COBPEMEHHOM ypOBHE PasBUTHS HAyKH 1 TeXHUKH, HAy9HO 0OOCHOBAHEI C TOIKH
3peHMUsT JOCTHKEHHS 3a/IaHHOr0 YPOBHA 6e30MacHOoCTH HH(pOpMAIUX U JOJKHEI
COOTBETCTBOBATEH YCTAHOBIECHHBIM HOpMaM 1 TpeGoBaHMAM MO OS30TIACHOCTH

I11H.

8.14.2. C3T1/Ia momkHa GBITH OPUEHTHPOBAHA Ha PEILCHHA, BO3MOJKHBIE PUCKH
JUTSL KOTOPBIX ¥ MEPEI MPOTHBOAEHCTBIS STUM PUCKAM TIPOILIIN BCECTOPOHHIOIO
TEOPETHYECKYIO U MPAKTHIECKYIO MPOBEPKY.

8.15. Crenuann3alys u IpoQecCoHaK3M.

IIpenmonaraeT IpUBIEUCHIE K pa3paboTKe CPENCTB 1 peannsalii MEp 3aIIUTHI
pHOPMALIIH CHIeLHaTU3HPOBAHHBIX opraHm3alyi, Hanboee IOArOTOBIEHHBIX K
KOHKPETHOMY BHJLY [€STebHOCTH 110 o6ecredenuto 6esomacHocT [1TH,
MMEIOLIIX OTBIT IPAKTUYeCKO paboThI ¥ roCy JapCTBEHHEYIO JUILEH3UIO Ha [PaBo
OKa3aHusl YCIyT B 9T0i obnacty. Peanusatis aTMUHHCTPATUBHBIX MEp U
SKCIUTYaTALUs CPEJICTB 3aILHThL OJDKHA OCYIIECTBIATECSA TPOGECCUOHANEHO
[OITOTOBIIEHHBIMH CIIELATACTaMMU.

8.16. O6s13aTEIBPHOCTH KOHTPOJLS.

8.16.1. IIpenmomnaraer 00s3aTebHOCTD K CBOEBPEMEHHOCTH BBLABIICHUS U
TpeceueHus IOTBITOK HapyLICHHMA yCTAHOBJIEHHBIX IIPaBUIL obecrieueHust
GesomacuocTy T1JIH Ha OCHOBE HCIOJB3YeMBIX CHCTEM U CPEICTE 3aIIHATHI
yH(bOPMAITUY [IPH COBEPILICHCTBOBAHNU KPUTEPHEB ¥ METOZOB OLIEHKHU
3((eKTUBHOCTH ITUX CHCTEM U CPE/ICTB.

8.16.2. KoHTpoms 3a IesTeIbHOCTBIO TI060r0 ITONB30BATENS, KaXA0ro CpeACTBa
3aIUTHl 1 B OTHOIIICHUH 060r0 06BEKTA 3AMUTEL JOJKEH OCYIIECTBIIATRC Ha
OCHOBE TIPUMEHEHHUS CPEICTB OIepaTHBHOIO KOHTPOJS 1 pETUCTPAIAH U JOIDKCH
OXBATHIBATH KaK HECAHKIIMOHUPOBAHHBIS, TAK 1 CaHKIMOHUPOBAHHbIE JICHCTBHUS
[oJTh30BaTeNeH.

9. MepBl, METOJIBI ¥ CPEJICTBA oGecredentst TpeOyeMoro ypoBHs 3aIIUIICHHOCTI

9.1. O6ecmeuenye TpeOyeMOro ypOBHS 3alUIICHHOCTH TIOJDKHOCTH TOCTUTATECH C
ACIIONb30BAHHEM MepP, METOTIOB I CPENICTB Ge30MaCHOCTH. Bce Mephl 00eCTIeUeHUs
6ezonacuocty VICIT/H mompa3aesroTes Ha.

- 3aKOHOIAaTeJIbHbIC (paBoBbIE);

= MOpaHLHO-fBTI/I‘-IeCKI/Ie;



- OpraHU3aIMOHHBIC (aJ_'LMI/IHI/ICTpaTI/IBHBIe) 2

- HU3UUECKUE;

- Texuuueckue (anmapaTHbIC 1 TIpOrpaMMHBIE).
9.2. 3aK0HOAATCIIBHEIC (paBoOBBIE) MEPBI 3ALIUTHI.

9.2.1. K mpaBoBbIM Mepam 3allAThI OTHOCATCA NefCTBYIOLIUE B CTPAHE 3aKOHbL,
yKa3bl 1 HOpMaTHBHBIC aKThL, pernaMeHTHpyFOIIUe paBHia o6pamenmns ¢ [T,
3aKperUIsIoIlye pasa 1 0GS3aHHOCTY YIACTHIKOB HH(QOPMALIMOHHEIX OTHOIIIEHUH
B rpoliecce ee 00paboTKA 1 MCIIOJIB30BAHMSL, A TAKIKE yCTaHABINBAIOIINC
OTBETCTBEHHOCTH 3a HapyLIEHHUs STUX IIPaBuil, IPEIsITCTBYs. TeM CaMbIM
HeIPaBOMEPHOMY HCIIOJIB30BAHNIO T1/IH © SIBIISAIOLIHECH CIIEPKUBAIOIIHM
haxTopoM s MOTeHIHaIBHBIX HapyIIATENEH.

9.2.2. IIpaBoBble MepbI 310U TEL HOCAT B OCHOBHOM YIIPEX AN,
npoUIaKTHIECKHH XapakTep 1 TpeOyIOT IOCTOSIHHOW Pa3bsCHATENbHOK paboTHI C
OTR30BATEAMY U 00CIY KHBAIOIIMM TIEPCOHATIOM CHUCTEMBI.

9.3. MopaipHO-2THIECKHAE MEPBL 3aIATHL.

9.3.1. K MopabHO-3THIeCKUM MepaM OTHOCATCS] HOPMBI TIOBEJCHHUSI, KOTOPBIC
TPaIULAOHHO CILOXKHUIUCH M CKJTaBIBAIOTCS TIO Mepe PacpOCTpaHCHIA OBM B
cTpaHe Wi 06IecTBe. OTH HOPMbI GoJpliieil 4acThio He SBJLAIOTCH

oGs3aTe bHBIMHY, KaK 3aKOHOJIATENBHO YTBEPIA/ICHHBIC HOpMAaTHUBHBIE aKTBL,
OJIHAKO, UX HECOOJFONIeHNE BEICT OBBIUHO K TIAJCHUIO aBTOPUTETa, TIPeCTIKA
YeToBeKa, TPYIIIIBI I MM OpraHi3allHi. MopanbHO-3TUICCKUE HOPMBL OBIBAIOT
<aK HerucaHbe (HampiMep, OOIENPU3HAHHBIC HOPMBI YeCTHOCTH, TTaTPHOTH3MA U
T.IL.), TAK ¥ IACAHBIE, TO eCTh obOopMIIEHHbIE B HEKOTOPBIA CBOJL (ycTaB) IpaBUll
WA TIPEIIACAHWH.

9.3.2. MopalbHO-3THIECKHE MEPBI 3AIATE] SBRIAIOTCS TPOGUIAKTIECKUMH 1
Tpe6ytoT MOCTOSHHOK paGoTEL [0 CO3AAHMIO 370POBOTO MOpPaJIBHOTO KIIHMAaTa B
KOIUIeKTIBaX TIoapasienenuit. MopanbHO-9THHECKHIE MephI 3aIAThl CHIKALOT
BEpPOATHOCTH BO3HUKHOBCHUA HeraTUBHBIX NEeHCTBUM, CBA3AHHBIX C UEI0BEHECKIM
(haxTOpOM.

9.4. OpraHu3aliOHHBIC (aJJ,MI/IHI/ICTpaTI/IBHBIe) MepbI 3aITUTHL

9.4.1. Opranu3allioHHEBIC (aI[MI/IHI/ICTpaTI/IBHBIe) MepBI 3aIUTHL — 9TO MEPEI
OpraHM3aMOHHOr0 XapaKTepa, peraaMeHTHpYIOLIHe IPOLECC
(QyHKIMOHUPOBAHU VCIIJIH, HCIONb30BaHue PecypCosB WCIIIH, nesTebHOCTD
06CITyKUBAIOIIETO [IepcoHaa, a TakKe OPAIOK B3aUMOZCHCTBIA [TOJIb30BaTeNen
¢ CTIJTa TakuM 00pasoM, 4TO6HL B HAMOOJIBINIEH CTEIEHH 3aTPYAHUTE HIH
ACKJTIOUMTH BO3MOMKHOCTE Peai3aiuy yrpos 6e30MacHOCTH MIIA CHU3UTH PasMep
10Teph B CIydae MX peajnsalii.

9.4.2. TnaBHas 1eJb afMAHACTPATHBHBIX MED; TIpe/IMPUHAMAEMBIX Ha BEICIICM
YIIpaBIeHUYECKOM YPOBHE — copmMupoBaTh LI0TUTHKY uH(MOpPMAIMOHHOM
6esonacuocT ITJIH (0Tparkaromlyro TTOAXOAB! K samaTe HHHOPMALMH) U



00ecIieunTh €€ BBIIIOJIHEHUE, BBIACTILA HeoOXOoIMMBbIE PECYPChI U KOHTPOJIAPYA
coCTOsIHUE IEIL.

0.4.3. Peanuzanus I TomuTHKH uH(GOPMAIOHHOH 6e30MaCHOCTH [10u 8 UCIIH
COCTOST U3 Mep a[MAHACTPaTHBHOTO yPOBHI 1 OpraHn3alHOHHBIX (IIpoLe Iy PHBIX)
Mep 3aLUTEl HHPOPMALHY.

0.4.4. K anMAHUCTPAaTHBHOMY yPOBHIO OTHOCSITCS pellleHHs. PyKOBOACTBA,
3aTparuBaIONIAC AEATEIPHOCTD JCI1/IH B 1enioM. DTH PeLICHAA 3aKpeIIAI0TCS B

TlonuTHKe I/IHc‘popmauHOHﬂoﬁ Ge3omacHOCTH. [ [puMepOoM TaKUX pereHrH MOTYT
OBITh:

- IPUHATHE PEIICHHS O opMUPOBAHHH UK TIEPECMOTPE KOMILIEKCHOM
IPOrpamMMBbl 00eCTIeHEHH GesomacuocTu [1JIH, ompe/ienenie OTBETCTBCHHBIX 33 g8
peanu3aruio;

- opMyIMPOBAHUC Tiesel, TOCTAHOBKA 3a/1at, OTPEHCIICHIC HaIpaBJIeHuA
NEeATEeIPHOCTH B o6acti 6esomacuoct ITJIH;

- [IPUHSTHE PEIIEHHH M0 BOIIPOCaM peanuzaliy IporpaMmmel 6e30MacHOCTH,
KOTOpbIE PACCMATPYBAIOTCST Ha yPOBHE AMUHACTpALVHU B LIETOM;

- oBecreyeHe HOPMATUBHON (mpaBoBoii) 6a3bl BOIIPOCOB 6e30acHOCTH 1 T.IL.

9.4.5. TTonuTHKA BEPXHETO YPOBHS A0JDKHA qeTKO 04epTUTh chepy BIMSHIA 1
OrpaHUYEeHUs IPH OTIpeieIeHIH riesieii 6e3011acHOCTH [1]1x, OoTIpeIeNnnTh KaKuMH
pecypcamu (MaTepHalbHBIC, riepcoHal) OHU OymyT JOCTUTHYTHI 1 HafiTH
pasyMHBIA KOMIPOMICC MECLy TIPUEMIIEMbIM YPOBHEM 0e30MIMacHOCTH U
QYHKI[MOHAIBHOCTEIO HCTTIH.

9.4.6. Ha opranusaiiioHHOM ypOBHE OTIPEIETSIOTCA MPOLE/LyPBI ¥ NPashiid
JOCTHYKEHUS ieNiedl U pelneHus 3anat TTonuTuxy ©HGOPMALUOHHOH 6e30TacHOCTH
[1/1a. DTy npaBuia OMpeneIAoT:

- KaKoBa 001aCTh HPI/IMC:‘HBHI/UI TIOJIUTHKHA 0e30IIacHOCTH HHH,

- KaKOBBI POJIM ¥ 00sI3aHHOCTA JOJDKHOCTHBIX JIALI, OTBEUAIOIIHE 38 poBeeHME
nomuTuky 6ezonacuocTy [11H, a TAKOKe UX YCTaHOBUTH OTBETCTBEHHOCTD;

- KTO MMEET IpaBa AOCTyTa K 11 1H;
- KaKVMU MepaMu ¥ CpecTBaMHU o6ecreunpaercs samuTa [TIH;

- KaKUM# MepaMu u Cpeﬂ,CTBaMIfI obecrneuynBacTCA KOHTpPOJIb 34 cO0JIIOAEHUEM
BBEICHHOI'O pexuma 0e30I1aCHOCTH.

9.4.7. OpraHM3aIlOHHbIe MEPBI JIOJDKHBL:

- IIpelycMaTpUBaTh PErIaMeHT pHPOPMALOHHBIX OTHOIIIEHUH, HCKIIOUAI0IIIX
BO3MOIYKHOCTH HECAHKIIMOHUPOBAHHBIX JeifcTBHil B OTHOLIEHUH 00BEKTOB SAllATEL

- ompeeNATh KOAIUIMOHHbIC U pepapXH4ecKre IPUHIUTEL A METOMBI
pasrpaHUUeHus JOCTYIIA K LI



- OIIPENIEIIATD TIMOPAaOK pa6OTBI C HpOI’paMMHO-MaTeMaTI/I‘-IeCKI/IMI/I u
TEXHUYCCKUMHU (annapaTHBIe) CcpeacTBaMy 3aIlINThI U KPHUIITO3ALIUTEI K ApyTUX
3alIUTHBIX MEXAaHHU3MOB,

- OpraHnu3oBaThb MEPHBI HpOTHBOI[GfICTBPISI HCJI TMOJIL30BATEIIIMHU Ha STallaX
aYTeHTI/ICbI/IKaI_II/II/I, aBTOpH3allii, I/II[GHTH(bI/IKaI_IHI/I, o0ecreunBaroIux rapaHTUuA
peanusaniu IIpaB U OTBETCTBEHHOCTHU Cy6’beKTOB I/IH(i)OpMaI_H/IOHHBIX OTHOIIIEHUH.

9.4.8. Opranu3allMOHHbIE MEPBI NOIDKHBI COCTOATH U3:
- periiaMeHTa J0CTyIa B IOMCIICHI NCIIOs;

- HIOPSZIOK JIOIYCKa COTPYAHMKOB K HCIIONB30BAHUIO PECypCOB WCII[1H neTckoro
cana,

- pernaMenTa IpoLeccoB BeleHus 033 JaHHbIX U OCYINECTBICHU MOAH(pUKALIAN
UH(OPMALMOHHEIX PECYPCOB;

- perjaMeHTa IpoIeccoB 00CIy)KMBAHMSA U OCYILECTBICHI MoaudUKalyn
anmnapaTHBIX U IPOrpaMMHBIX PECYPCOB NCIT1H;

- uHeTpykuuit monmszosarene#t MCII/IH (agmuurcTpaTopa WCITH, nonb3oBaTess
WCIIdn);

- MHCTPYKILFS MTOJB30BATENs [P BOSHUKHOBEHUH BHEIITATHBIX CUTYyaLUH.
9.5. ®u3uyecKue Mephl 3alUTHL.

9.5.1. ®u3wdecKye MephI 3alUTH OCHOBAHBI Ha IPUMEHEHIH PasHOro posia
MEXaHMUECKIX, DJIEKTPO- UIIH JIEKTPOHHO-MEXaHIMICCKUX YCTPOUCTB U
COOpY’KeHHUit, CIeNHabHO MPEeAHA3HAYECHHbIX UL CO3AHNA GU3UIECKHX
IIPEIATCTBUM Ha BO3MOMKHBIX MMy TSX IPOHUKHOBEHUS 1 0CTYIIA ITOTEHIIAAIIBHBIX
HapyluuTelel K KOMIIOHCHTaM CUCTEMBIL 1 3aImuIaeMoi HHPopMalyH, a TaKxKe
TeXHUIECKHX CPEJICTB BU3yalbHOr0 HAOOACHNS, CBA3U 1 OXpaHHOU
CUTHAJIA3ALIAH.

0.5.2. duzruecKas 3allliTa 30aHui, TOMeIIeHuH, 00BEKTOB M CPELICTB
HH(QOPMATH3AIMHA JOJDKHA OCYIIECTBIATECS Iy TEM YCTAHOBIIEHHUS
COOTBETCTBYIOIIMX TIOCTOB OXPAHbl, C TOMOIIBIO TEXHUHUECKUX CPE/ICTB OXpaHbl
WIIV TFOOBIMHU IPYTUMU CIIOCOOaMH, IPefOTBPAIIAOIIIMHI KT CYIIECTBEHHO
3aTPYAHSIOIIUMY IPOHMKHOBCHNE B 31aHUE, TOMCIICHI [IOCTOPOHHHUX JIHII,
XUIIeHAe HHPOPMAI[MOHHBIX HOCUTEICH, CAMUX CPE/CTB nH(OpMaTU3AIIUH,
UCKJTIOUAOIIMMU HAaX0XXIeHUE BHYTPHA KOHTPOJIUPYEMOM (oxpaHseMOH) 30HEI
TEXHMUECKUX CPEICTB Pa3BEAKH. '

9.6. AnmapaTHO-IIPOrPaMMHbIe CPENICTBA 3aAlITEI [T1x.

9.6.1. Texuuueckue (aImnapaTHO-IPOrPaAMMHEIE) MEPBI 3aIIM Tl OCHOBAHEL Ha
JICIIONB30BAHMN Pa3IMIHbIX HIEKTPOHHEIX YCTPOHCTB U CTELMaIBHBIX IPOTpaMM,
pxonsmux B cocra VICIT/IH v BEIIONHAIOMMX (CAMOCTOATENBHO NI B KOMILICKCE
C PYTMMHU CPEICTBaMM) QYHKIIUH 3aIIUThI (rneHTHhUKALMIO U ayTEeHTH (UKALIIIO



ITOJT30BaTeNed, pasTpaHUueHUE JOCTYIIa K pecypcaM, PETUCTPaLIIIo COOBITHH,
KpHITOrpaduIecKoe 3aKpeITHE HHQOPMALMY H T.1.).

9.6.2. C yueToM Bcex TpeOOBAHUHN U IIPUHIIUIIOB oGecrieuenus 6esonacuoctu 11/IH
B VICI1/IH 110 BCeM HallpaBJIEHHSM 3aIllUTEl B COCTaB CHCTEMbI 3QIIUTEI JTOJKHEI
OBITH BKJIFOUEHEI CIIeTYIOLIUE CPENCTRA!

- cpezCcTBa UICHTH()UKALINY (Omo3HABaHMSA) U ayTEeHTH(QUKAIUH (TOATBEPIKISHNAS
nommaHOCTH) nonb3osarenei MCIT/H;

- cpelcTBa pasrpaHUYEHNs JOCTYyIla 3apEruCTPUPOBaHHEIX 0JIF30BaTeNel
cucteMsl k pecypcam MCIIIH AIMUHICTPALIAH;

- cpeficTBa 00ECTIeYeH s U KOHTPOJIS [ENOCTHOCTH TPOrPaMMHBIX H
UH(GOPMALMOHHBIX PECYPCOB;

- Cpe/IcTBA OIIEPaTHBHOTO KOHTPOJISA U PErUCTPaliy cOOBITU 6€30I1aCHOCTH;
- xpunTorpaduueckue cpencTsa 3amuTs! IIIH.

9.6.3. VcrelHoe IpuMeHeHre TeXHUYECKUX CPEJICTB 3alllThl Ha OCHOBAHHM
IPUHITAIIOB (pa3ien 8) MPeIroIaraer, 9T BEIIIOIHEHNES IIEPEUNCIIEHHBIX HIDKE
TpeGoBaHuit obecredeHo OpraHu3aliOHHbIMU (a,U,MI/IHI/ICTpaTI/IBHI:IMI/I) MepaMu 1
HCIIONB3YEMBIME (PU3MIECKUMHU CPETICTBAMMU 3AIIUTHL:

- obecrieueHa (hu3HUecKas LeIOCTHOCTh BCEX KOMIIOHEHT WCII/1H;

- Kak bl coTpynHuK (monb3oBarens MCIIIH) nim rpyna [10JIb30BATENIEH UMEET
YHHKAIBHOE CHCTEMHOE MM U MHHHMAJIBHO HEeOOXOJUMBIE [JIsl BEIITOJIHEHUS UM
cBOMX (DYHKITMOHAIIBHBIX 00A3aHHOCTEH OTHOMOYHS TT0 OCTYITY K peCypcaM
CHUCTEMBI,

- BCe M3MEHEHUs KOHGHUTYypaIluy TEXHUIECKUX U IPOIPaMMHBIX CPEACTB NCIT=
IIPOU3BOMSATCS CTPOTO YCTAHOBICHHBIM ITOPSAKOM (perucTpupyrOTCsI U
KOHTPOJMPYIOTCS) TONBKO HA OCHOBAHWK IPHKa30B PyKOBOACTBA ACTCKOIO Caia;

- ceTeBoe 000pyMoBaHue (KOHIIEHTPATOPHI, KOMMYTATOPEI, MAPIIPYTH3aTOPLL U
T.I1.) pAcIIOJaraeTcsi B MeCTax, HEAOCTYIHEIX IS TOCTOPOHHKX (crienmMarbHBIX
TOMeILeHHsIX, mKadax, 1 T.IL.).

- crleuajgucTaMu JeTCKOro caaa OCYINECTBIISIETCA HENPEPBIBHOC yHOpaBJICHUC U
aIMUHHCTpaTHUBHA [TOAACPIKKA Q)YHKL[I/IOHHPOBB.HI/U{ CpeICTB 3alllUThI.

10. KouTposb 3G GeKTUBHOCTH CACTEMBI 3alUTEL

10.1. KonTtpons adpdexrrrOCTH C3I1/IH HOMKEH OCYIIECTBIATLCA Ha
reproIeckoi ocHose. Llenpro KOHTPOTI 5(G(EKTUBHOCTH ABJISETCS
CBOEBPEMEHHOE BBIABIICHNE HEHAJIeKAIMUX PEKUMOB pa6ots! C3II1H
(OTKJIFOYEHHE CPEJICTB 3AIUKUThL, HapYyIIEHUE PEXIMOB 3aHUTDI,
HECaHKI[HOHMPOBAHHOE U3MEHEHHE PEXKUMA 3aIUTEL 1 T.I1.), & TAKXKe
TIPOTHO3UPOBAHHUE K IPEBEHTUBHOE PEarupoBaHKe Ha HOBBIC yIPO3BI
6esomacuoctu [1/1H.



10.3. KoHTpONb MOXKET OCYIIECTBILITECA aIMUHACTPATOPOM MCII[OH Kak ¢
[TOMOIIIBIO IITATHBIX CPEACTB CHCTEMEI 3ammThl [1J1H, TaKk | ¢ TTOMOIIIBIO
CIeNUaIbHBIX POTPAMMHBIX CPEACTB KOHTPOJL.

10.4. Orerika 5 dexTHBHOCTH Mep 3amuThl [T/H IPOBOAUTCS C UCTIONIE30BAHACM
TeXHUUIECKIX ¥ IIPOrPAMMHBIX CPEJICTB KOHTPOJISA Ha MPEIMET COOTBETCTBHA
YCTAaHOBIEHHBIM TPEOOBAHILIM.

11. Cchepsl OTBETCTBEHHOCTH 3a OE30MACHOCTD 1=

11.1. OTBETCTBEHHBIM 3a pa3paboTKy Mep X KOHTPOJIb Hajl 00ecreueHneM
6e30MaCHOCTH IIePCOHABHBIX TaHHBIX ABICTCA PYyKOBOAUTEIH ACTCKOTO

cama. PyKoBomuTelb JETCKOTO cajia MOXET JeJErnpoBaTh acTh ITOJTHOMOYHH I10
obecrieueHnI0 6e30IMaCHOCTH IEPCOHAIBHBIX JaHHbIX.

11.2. Cdepa OTBETCTBEHHOCTH PYKOBOIUTEIS yIPEKACHIA BIIIFOTACT ClIeIyroIIHe
HampapeHust obecredenus 6e30nacHOCTH [T n:

- [IAHHPOBAHHE ¥ pean3allis Mep Mo 00ecIeueH IO 6eszomacHocTH 11JIH;
- aHanm3 yrpo3 GesonacHocty IT/TH;

- pa3paboTKa, BHeJPEHUE, KOHTPOIIb MCIIONHEHUs U MIOAICPIKAHIE B AKTyaJIbHOM
COCTOSIHUM TIOJIUTHUK, PYKOBOJACTB, KOHIENIHH, IPONENYP, PErIaMEHTOB,
HHCTPYKIMH ¥ JPYTHX OPTraHU3al[MOHHbIX IOKYMCHTOB II0 00eCIIeYeHHIO
0e30I1aCHOCTH;

- KOHTpoI 3amuiieHHocTH T rH(PpacTpyKTyphl IETCKOrO Cajia 0T yIrpos3 Ub
MyTEM;

- 06yueHHe 1 UHGOPMHIPOBAHHUE TI0IB30BATENEH VICIIIH, o mopsiike paboTEI ¢
T1J1H ¥ cpecTBaMH 3aIlUTHL,

- IpefoTBpalleHne, BEIABIEHNE, PearnpoBaHye 1 PaccIeloBatne HapyIIeHUN
6esonacuoctu [1/IH.

11.3. I1pu B3aUMOAENCTBHI CO CTOPOHHUMHU OpraHU3aluAMY B CIIy4asx, KOraa
COTpYIHWKAM 3THX OpraHu3alyil IpeJoCTaBIACTCS TOCTYIL K 00BEKTaM 3allUTEI
(pa3men 6), ¢ STUMU OpPraHU3aUAMY TOJDKHO OBITh 3aKirodeHo «CornameHue o
KOH(UIEHIMATIBHOCTI?,, THOO «Cornalienye 0 COOJIIONEHUN peXUMa
6esonacuoctu [1/1x npu BoimonHernn pabot B UCTLIH».

12. Mogens HapymuTens 0e30TIaCHOCTH

12.1. Tlox HapymmTenem 8 MOV neTckoM caly TNOHMMAETCS JIMIO, KOTOPOS B
pe3yJIbTaTe yMBIIIIEHHBIX UK HEYMBIIUICHHBIX NelCcTBIM MOYKET HaHeCTH yepo
o6BexTaM 3aIuTH (paszen 6).

12.2. HapyImTeny noApas/ielsroTcs 10 MIPU3HaKy MPHHAIeKHOCTH K NCI/E.
Bce HapyIIUTENIH AEIATCS Ha JBE TPYIIIEL:



- BHEITHUE HapyIIHTeNH — (H3MYeCKHe JIMIA, He NMCIOIIAE IIpasa rpeObIBaHMs Ha
TeppUTOPUN KOHTPONUPYEMOil 30HbI, B IPEACTIAX KOTOPOM pa3MeIacTcs
o6opynosanue MCIIIH;

- BHyTpeHHHUE HapyLIUTENH — QU3NIECKUE JINLA, NMEIOIIHIC IpaBo MpeOBIBAH Ha
TeppUTOPUH KOHTPOIIMPYEMOH 30HEI, B IPEAEIIax KOTOpPOU pa3MeIacTCs
o6opynosanue MCIITH.

12.3. KiaccudHKanus HapylIuTeNnel IpeIcTaBIeHa B Mopenu yrpos
6e30MacHOCTH IIEPCOHAIBHbBIX JaHHBIX xaxnoi MCIT/H.

13. Mojens yrpo3 6e301acHOCTA

13.1. ma UCTI[IH eTCKOro cafa BBIACIAIOTCH ClIeIyIOIIE OCHOBHEIC
KATErOpHH yrpo3 6e30MacHOCTH IIEPCOHAIBHBIX JTIAHHBIX:

13.1.1. Yrpo3sl OT yTEYKH [10 TEXHUIECKAM KaHAIaM.
13.1.2. Yrpo3sl HECAaHKIIMOHHPOBAHHOTO TOCTYTIa K UH(pOpMAIHH:

- YTPO3BI YHHUTOKEHHS, XKUIICHHA allllapaTHbIX CPECTE UCI1/Ta HocUuTeNneh
rHQOpPMAIIH IIyTeM (QU3MUECKOro JOCTYIIa K 3JIeMEHTaM WCI/IH;

- YTPO3BI XHIICHNU, HecaHKIFOHUPOBAHHOM MOAVQUKALIIN I OIIOKUPOBAHM
PHGOPMAIAY 32 CIET HECAHKLIMOHMPOBAHHOTO OCTYIIA (HCLI) c mpruMeHEHHEM
IPOTPAMMHO-aIIAPaTHbIX ¥ MPOTPAMMHEIX CPEACTBE (B TOM YHCIIE IIPOTPAMMHO-
MaTEMATHUECKIX BO3ICHCTBIN);

- Yrpo3BI He TIpeAHaMEPEHHBIX JACHCTBAH oNb30BaTeNel ¥ HapyIIeHH!
6esonacuocty dyrkumoruposanus UCIIH 1 C3I1/0= B ee cocTaBe u3-3a cO0OEB B
IPOTPaMMHOM 0OECIIEUeHHIH, 8 TAKKE OT yIpo3 HeaHTpPOIIOreHHOTo (CO0eB
ATIapaTypsl U3-32 HEHA/ICKHOCTH SJIEMEHTOB, c60€eB ITEKTPOTTUTAHHUS) U
cTHXUHHOrO (yIapoB MOJIHUH, 103KaPOB, HABOTHEHMH U T.I1.) XapaKTepa;

- YrpO3HI TIpe/IHAMEPEHHBIX ACHCTBUN BHY TPCHHUX HapyIIUTENEH,
- YTPO3BI HECAHKIMOHMPOBAHHOTO OCTYIIA IO KaHalaM CBSI3U;

- omycaHue yrpos, BEPOATHOCTD UX peaiu3aluu, OIIACHOCTDb U aKTyaJIbHOCTb

Hpe,HCTaBJ'IeHBI B MO,I[GJ'IH yrp03 6630H8.CHOCTI/I HepCOHaJ'IBHBIX JTaHHBIX K&)K,I[Ofi
VICII/T.

14. Mexanusm peanuzanuy KoHIENnuu

14.1. Peanuzanus KoHIIENIUH JOJDKHA OCYIECTBIATCA Ha OCHOBE
TepCIIeKTHBHBIX IPOrPaMM M IIaHOB, KOTOpBIE COCTABILIOTCS Ha OCHOBaHHMH U BO
WCIIOJIHEHUE:

- (heaepanbHBIK 3aKOHOB B 00IIACTH obecreyenis HHGOOPMALAOHHON
6e30IIaCHOCTH | 3alTUTHl HH)OPMAITIH;



- moctaHoBienui [IpaBUTENLCTBA Poccuiickoit Penepanui,

- PyKOBOZSILHX, OpraHKU3alOHHO-PACIOPATUTEIBHBIX 1 METOIUIECKUX
noxymentoB @CTOK Poceny;

- motpe6uocteit ICTIIH B CpeACTBaX obecreueHys 6e30IacHOCTH HH(GOPMALUH.

15. OxunaeMelii 3¢ GeKT oT pealn3alii Konnenuuun
15.1. Peanusarms Konuenmuy 6e30MacHOCTH [1Ta B CIT/TH 1103BOJIHT:

- OIIEHWUTH COCTOSIHHUE 0€30IIaCHOCTH nuHGbOpMAaIUH WICIIJIH, BELIBUTH HCTOYHUKA
BHYTPEHHHX ¥ BHEIIIHUX yIpo3 AHQOPMALHOHHON 6e30IaCHOCTH, ONIPEASIIUTD
TIIPUOpPUTETHBIE HAIPABICHN TIpeNOTBPAILEeHHUs], OTPAKECHHI 1 HelTpanu3au
STHUX YIPoO3;

- pa3paboTaTh PAaCcIIOPsATUTENBHBIE H HOPMATVBHO-METOAUIECKHUE OKYMEHTHI
npumenmtensHo K MCITH;

- IPOBECTH KIACCHQUKATINIO 1 ceprudukanmo UCILIH;

- IPOBECTH OPraHU3ALIOHHO-PEXUMHBIE 1 TexXHIYecKrue MEPOIIPUITHS 110
oGecneuenmo 6eszomacuocty 111a B UCIIIH;

- obecreunTh HEOOXOIUMBIH YPOBEHB 6e30M1acHOCTHA 00BEKTOB 3AIUTEL.

15.2. OcyIlecTBICHUE ITUX MEpOTIPUATHH 0GeCIeunT CO3/laHue euHOM,
LIEJIOCTHOU U CKOOpII;I/IHI/IpOBaHHOf;I CHUCTEMBIL HH(bopMauHOHHoﬁ 0e30IIaCHOCTU
VICTI/In 1 co34acT yCIIOBUSA LIS €€ JaNbHENIIero CoBepIIeHCTBOBAHMS.

16. CriMcOK UCIOIB30BAHHBIX UCTOTHHUKOB

16.1. OCHOBHBIMH HOPMATHUBHO-IIPABOBBIMU 1 METONMUECKUMU JJOKYMEHTaMH, Ha
KOTOPBIX 0a3MpyeTCs HACTOIICE [TonoyxeHue SIBISIOTCS:

- @enepalbHBIA 3aKOH OT 27.07.2006 . Ne 152-®3 «O 1mepCOHANBHBIX NaHHBIX?
(manee — @3 «O mepCOHATNBHBIX JAHHBIXY ), YCTAHABIMBAIOLMH OCHOBHBIC
TIPVHIVIIBL ¥ yCIIOBHA ob6paborku 111, npasa, 06s3aHHOCTH 1 OTBETCTBEHHOCTD
y4aCTHHUKOB OTHOIIIEHUH, CBSI3aHHBIX C ob6paborkoi ITJIH.

- «TpeGoBanus K 3aIlUTe EPCOHAIBHEIX JIAHHBIX npu ux 06paboTKe B
MHGMOPMALMOHHEIX CHCTEMaX MEPCOHABHBIX MaHHBIX», yTBEPIKIEHHOE
Toctanosnenuem IIpaputenscrsa PO ot 1.1 1.2012 . Ne 1119.

- «ITonoxenue 06 0COGEHHOCTSIX 00pabOTKH NIEPCOHATBHBIX IAHHBIX,
ocyILecTBIsIeMOil 6e3 UCIONL30BAHMA CPEICTE ABTOMATHU3ALMNY, YyTBEPKIACHHOC
MocranopnenueM IlpasurenscTsa PO oT 15.09.2008 r. Ne 687.

- «TpeboBanus K MaTepUANbHBIM HOCHTEIIIM GHOMETPUYECKUX MePCOHANBHBIX
JIAHHBIX M TEXHOJIOTHIM XpaHEHU TAKUX NaHHBIX BHE MHQPOPMAIMOHHEIX CHCTEM



IIePCOHAITBHBIX JAHHBIX», YTBEPKICHHBIC [TocTtanosnenuem IIpaButensctsa PO
ot 06.07.2008 r. Ne 512.

16.2. HopMaTHBHO-METOANYECKUE NOKYMCHTEI denepanbHOM CITyXkKOBI 110
TEXHUYECKOMY ¥ 9KCIIEPTHOMY KOHTPOJIIO Poccuiickoii denepanuu (nanee —

®CTIK Poccun) 10 obecriedeHnto 6e30IacHOCTH 11z mipu ux oOpaboTKe B
WCIIa:

- PeKOMEHIAIMH [0 00eCIIeIeHHIo Ge30IaCHOCTH IEPCOHANBHBIX IAHHBIX MPH MX
06paGoTKe B UHMOPMAITHOHHBIX CHCTEMAX MEPCOHATBHBIX IAHHBIX, YTB. 3am.
mupexropa ®CTIK Poccun 15.02.08 1. (ACII).

- OCHOBHBIE MEPOITPHUSTHUS MO OpraHu3allil ¥ TEXHUHCCKOMY o00ecTIeUeHUIO
6e30TacHOCTH [IePCOHATBHBIX JAHHEIX, 00padaTEBaeMbIX B HH(POPMALMOHHBIX
cHCTEMAX TIePCOHANBHBIX JaHHBIX, YTB. 3aM. TUPEKTOpa ®CTIK Poccuu 15.02.08

r. (ZICTD).

- BazoBast MOZIelTb yIpo3 6e301acHOCTH NepCOHATBHBIX NAHHBIX TIPH HX 00paboTKe

B UH(QOPMAIMOHHBIX CHCTEMAX [IEPCOHANBHBIX NaHHbIX, YTEB. 3aM. IupeKTopa
®CTIK Poccru 15.02.08 r. (ICII).

- MeTouKa Opeiee s aKTyalbHbIX yrpo3 6e30macHOCTH MePCOHANBHEIX
JIAHHBIX ITPK uX 00paboTKe B MHPOPMAIIMOHHBIX CUCTEMaX IIEPCOHATBHBIX
NaHHEIX, yTB. 3am. aupekropa ®CTOK Poccnn 15.02.08 r. (ACII).
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